Exploring what children can see
on social media in Mexico
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Glossary

e Feed: the main page or continuously updating content stream that displays posts and activity from accounts a person follows or is
subscribed to.

e Input: in this paper, and within the context of social media, input refers to the different interactions carried out with avatars (for example:
liking, scrolling, etc.).

e Scroll: refers to the action of moving a finger or cursor up or down the screen in order to view more content in a feed, website, or
application.

» Clickbait: the practice of using eye-catching headlines or thumbnails, often sensationalist or misleading, to generate clicks on a link or piece
of content, even when it does not meet the expectations created.



Executive summary:

What children in Mexico can be
exposed to on social media

Social media platforms, including TikTok, Instagram, and X, state that
they are committed to keeping children safe online. All require users
to be at least 13 years old, and some describe using technology to
detect underage users or apply additional protections for users.
These protections include privacy settings, content moderation
policies, and tools that aim to limit exposure to harmful material.

This research set out to explore how these commitments translate
into real experiences for children in Mexico. Using simulated social
media profiles - avatars - based on real children's online behaviours,
the research examined what content could be surfaced through
everyday actions such as scrolling, liking, following, and searching.

The findings suggest a significant gap between platform policies and
what children may encounter in practice.

e The avatars were able to access all platforms easily, without

encountering meaningful age verification measures.

In some cases, avatars were shown potentially harmful
content - including material related to self-harm, cartel
violence, and sexualised imagery - within a relatively short
period of engagement.

Search functions appeared to play a key role in enabling
access to specific types of content, even where some terms
were blocked or triggered warnings.

On TikTok, a small number of avatars were also shown coin-
based features that appeared to reward extended viewing,
although the purpose and impact of these features were
unclear.



Executive summary:

What children in Mexico can be
exposed to on social media

Five avatars were run for a total of just 60 minutes across a 12-day
research period, with five further avatars run across a shorter 2-day
window. Despite this limited engagement, the content surfaced
included material that could be considered distressing or
inappropriate for children. Given that many children spend far
longer on these platforms each day, the findings raise important
questions about what a real child might encounter over time.

While these observations do not indicate how frequently such
experiences occur at scale, they do point to design patterns that
may expose children to risk. The research highlights how
recommender systems can quickly shift based on user interaction
and how safeguards - where present - may be inconsistent or
limited in effectiveness.



Executive summary:

What children in Mexico can be
exposed to on social media

To reduce the risk of harm and better align practice with stated
policy, platforms may need to:

e Assess and mitigate the potential impact of design features that
direct children towards risk or encourage prolonged or repeated
viewing by children.

e Uphold their own published terms, policies, and community
standards.

e Review how recommender systems respond to engagement with
emotionally intense or sensitive material.

e Strengthen age assurance processes to better distinguish
between adult and child users in order to deliver age-
appropriate and rights-respecting experiences.

e Apply content moderation measures more consistently,
especially in algorithmically curated feeds.

This report presents evidence from avatar-based research in Mexico
to support reflection and action on how platform design affects
children’s experiences online.
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INTRODUCTION
Research context

Building from Pathways, which explored the
experiences of children on social media in
Britain, this report aims to explore what children
in Mexico can experience on social media and
how platform design choices shape those
experiences. Using simulated profiles - or
avatars - based on real children’s behaviours,
the research reveals how recommender systems
respond to everyday actions like scrolling, liking,
following, and searching.

Despite platforms’ public commitments to safety,
children are easily able to access social media
and can quickly be exposed to distressing,
graphic, or sexualised content. Features
designed to drive engagement appear to amplify
rather than limit harm, while safeguards are
inconsistent or absent.
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By comparing what platforms say they do with
what the avatars actually saw, this report
highlights a clear gap between policy and
practice. It shows how simple inputs can lead to
potentially harmful content and reinforces why
design matters when it comes to protecting
children online,
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https://5rightsfoundation.com/wp-content/uploads/2021/09/Pathways-how-digital-design-puts-children-at-risk.pdf
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METHODOLOGY

From real children’s behaviours and experiences to digital profiles

To understand what children in Mexico can be
shown and experience on social media, we used
an ‘avatar’ methodology - creating social media
profiles that mimic real children’s behaviour
online. This approach allows us to explore and
test algorithmically driven feeds without putting
children at risk. The aim was to test what the
algorithm would show a typical child through
everyday actions like scrolling, liking, following,
and searching.

In-depth interviews were carried out with 12
children across Mexico to understand how they
experience the online world.

Interviews were conducted remotely, in Spanish,
by a Spanish-speaking researcher alongside a
Mexico-based research consultant.
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Children were asked about their everyday digital
lives - what platforms they use, the kinds of
content they see, how it makes them feel, and
how they behave online.

The sample included children of different ages
and genders, living in a range of locations across
the country as shown by the diagram on the
right. Some children were included because they
had seen particular types of content, or had
experiences that directly related to the themes
explored through the avatars.

Following the interview, each child shared
recordings of their feeds across their most used
social media platforms. They also shared the list
of accounts they followed on each profile.
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These interviews provided the behavioural
insight and real-world context that shaped the
design of each avatar. Avatars were then based
on the profiles and follow lists of those children
whose experiences most clearly aligned with the
social media themes of the research.
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METHODOLOGY
Escalating ‘input’ behaviours

Avatars were set up on TikTok, Instagram, and X.

All profiles used common, low-friction
behaviours - scrolling, liking, following, and
searching - to simulate how children typically
engage. Interaction inputs were gradually
increased to test how the algorithm adapted in
response.

Although the avatars were operated by
researchers in the UK, they were set up using
Mexican SIM cards and accessed via VPNs
routing through Mexico, enabling platforms to
serve local content to the avatars.

Instituto Nacional

de Salud Publica

REVEALING [RTNRI R %

+

This method revealed how potentially harmful
content can be surfaced quickly and easily and
how platform design reinforces continued
exposure.

While the avatars reflect realistic user
experiences, they don't measure what users will
see or are likely to see. They illustrate what can
be shown - not what will be shown, how often,
or to how many children.

Fieldwork for this project including interviews
and the avatars were conducted between
October 2024 and February 2025.
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Set-up
e Age of child or age they entered on their social
media account

e Registered with a ‘dummy’ email address

e Following a randomly selected sample of a child’s

follow list

Escalating phases (interaction)
e Passive phase: 4 days of scrolling
e Engagement: 4 days ‘liking’ content and
‘following’ accounts that relate to the theme of
the avatar
e Engagement: 4 days ‘searching’ terms related to

the theme of the avatar
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METHODOLOGY

Avatars informed by real children’s ages and behaviours

Themes and avatars
Each avatar reflected the behaviours, interests,
and engagement patterns of real children in
Mexico and was assigned to one of five content
themes:
e Mental health and depression - content
ranging from low mood to self-harm
e Sexual content - suggestive videos and
sexualised imagery
e Violence - including interpersonal violence
and cartel-related content
e Eating disorders - extreme dieting tips and
material promoting disordered eating
e ‘Buchona’ culture - an aesthetic that glorifies
luxury, usually as a ‘narco wife’ and hyper-
feminine beauty ideals, often sexualised and
glamorised in style

Instituto Nacional
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During the interviews, each child reported
having a social media profile that was older than
their real age - often using a false or random
date of birth to sign up. These accounts had
aged up with them over time. As a result, the
children were now using accounts aged 18+. To
reflect this reality, two avatars were set up for
each theme, with one account at the adult age
children entered when setting up their profile
and one at the child's real age.
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METHODOLOGY

Avatars informed by real children’s ages and behaviours

The fieldwork period ran for 14 days, with 12
days using avatars set up with the adult ages
and 2 days using avatars set to the children’s real
ages. This was done to assess whether age
accuracy affected safeguards or content
recommendations and to reflect the real
experiences of children on social media.

The profiles set to the child’s real age were run
with a rapid, 2-day avatar design. These avatars
followed the same accounts as the 12-day
avatars but escalated engagement with
potentially harmful themes much earlier. This
enabled us to explore what platforms showed
users with a child’s age.
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Sexual content

‘Buchona’

Mental health

Eating disorders

Violence
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Age of child

15

13

15

13

14

Age of profile

24

18

24

29

38

Platform
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ACCESS
Children can access platforms despite

the platforms’ own age restrictions




AVATARS IN MEXICO - RESEARCH REPORT

ACCESS
Platforms outline their approaches to age assurance

Age assurance can be a foundational part of
designing safe, age-appropriate, and rights-
respecting online experiences for children. d* TikTok
Without knowing who their users are, platforms
cannot offer the right protections, apply relevant
policies, and design spaces that reflect children’s
needs. It obliges companies to design
experiences that protect, empower, and support
children - not just restrict them.

15:33 -

Youth Safety and Well-Being

Youth Safety and Well-
Being

Effective May 17, 2024

We are deeply committed to TikTok being a safe
and positive experience for people under the
age of 18 (wera‘amm owy

TikTok, Instagram, and X all state that users must
be at least 13 years old to sign up.

Biweior
"vaalisoeople”). This starts by being Git
enough to use TikTok. You must be 13 years
and older to have an account. There are

adtitienalage limitations based on locallase

TikTok and Instagram go further, claiming they
use technology to detect underage users and
apply special protections for teenagers.

some regions.

In the United States, there is a separate
that offers additional
safeguards, including restricting interactive
features, content suitability assessments from
, and a dedicated
. If you create a new account in

However, this doesn't appear to reflect children’s , iz
) . the United States with a birthdate that shows
online experiences. -
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X Help Center

About parental
consent on X

X requires people using our service to be 13
years of age or older. In some countries, the
aw requires a parent or guardian to give
consent for pop e olger

the age of consent in their country, to use our

service. If you do not meet our age
requirements, we’ll lock your X account and
yoU’ll receive a notice from us letting you know
that we need parental consent in order to re-
activate it.

Why is this happening?

To meet legal requirements for online services
where you live, if you do not meet our age
requirements, we’ll need to promptly lock your
account until certain steps are taken. We
understand this change is an abrupt and
inconvenient disruption. Our aoal. however. is

help.x.com

15:35

' Ol Help Centre

Default Insta
Werification

We require people to be at least 13 years old
to sign up for Instagram. People can confirm

_their age by providing their date of birth,

DIMTOT0

AUt e (o oo hur s o

selfie. Confirming your age'is a requnremé"nt

for everyone on Instagram. You can learn
more about age verification in Newsroom.

Private accounts

Teens under 18 years old have their account
set to private as a default when they join
Instagram. Private accounts let people control
who sees or responds to their content. Learn
more about private Instagram accounts.

Audience controls

As of May 2022, when teens under 18 sign
for Instagram, accounts that they don't folld
cannot tag, mention or use their content in
Reels remixes or guides by default.

Direct messaging

We restrict adults over 18 from starting
private chats with teens that they're not
connected to on Instagram and Messenger.
Learn more about direct messaging for
teens.

Protections from suspicious adults

We've develnned technnlaowv that allmae s tn

help.instagram.com

Feedback
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ACCESS

Children’s experiences of account creation

As we learned during the interviews, all of the
children used accounts set to an age older than
18, meaning they were officially registered as
adults on social media. To reflect this reality, the
avatars were first registered at the age the
children entered when registering their profile.

Setting up the avatars on all platforms was quick
and straightforward. Entering a date of birth -
whether accurate or not - was the only step
related to age, and no additional verification was
required. The platforms did not appear to
challenge the age entered, and accounts were
granted immediate access to content and
features.
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If a platform does not know users’ ages, it
cannot enforce its own rules or ensure that all
users - especially children - receive experiences
that respect their rights, such as safety, privacy,
and age-appropriate content, by default. It
cannot stop children from accessing adult
content, nor can it ensure that recommender
systems or reward features are safe and
appropriate. The result is a system where age
restrictions exist on paper, but not in practice -
and where children are treated, by design, as
adults.
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&« Registrate

éCual es tu fecha de
nacimiento?

17 de marzo de 1999

Mar

1999

14



EXPOSURE
Recommender feeds can rapidly

amplify potentially harmful content
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EXPOSURE

Recommender feeds can rapidly amplity potentially harmful content

Social media platforms serve users a
personalised stream of content designed to hold
attention. Platforms claim recommender
systems are moderated to avoid repetition and
reinforce wellbeing - but this does not appear to
always reflect users' experiences.

While there are tools available across the
platforms to encourage users to flag content
they ‘are not interested in’, there do not appear
to be effective safeguards built into the platform
design. As a result, users can still be fed
increasing amounts of potentially harmful
content.

de Salud Publica
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17:06

d' TikTok

Ranking

The ranking process sorts videos by their
prediction scores, from high to low of the
likelihood you'll enjoy the video. Your For You
feed is created from these top-ranked
videos, provided they pass a final similarity
siaiasaaiagrecommended.

ATy Teasures how different
consecutive videos in your For You feed are.
If some of the videos that the system has
chosen as top-ranked for you are too similar
to each other - for example, they use the
same sound - we replace them with others to
ensure a greater variety in the content you
see. These efforts aim to reduce the chance
of you viewing videos with repetitive themes
and help you instead explore and discover
different types of content.

Recommendation rules

As the system goes through the actions
outlined above, we have additional
recommendation rules that are applied at
different points. Rules provide an extra laver

tiktok.com

X Help Center

dna 1OpIes dl you 10onow.
How  decides which content to show you

After finding content from inside and outside
your network, X ranks the relevance of posts
using a neural network that is continuously
trained on your interactions (e.g. Likes,
Reposts, and Replies) to give you a positive
experience. We recommend posts to you
based on a variety of signals including, but not
limited to, accounts you follow, Topics you
follow, posts you like, posts liked by those in
your network, and accounts followed by those
in your network. You may also see content
such as promoted posts or reposts from
accounts you follow in your For You timeline.
Prior to showing you content, X filters content
i T abusive OJ:,.'/r‘nmy_

“How you can control your X experience

ou can influence the content that X showsd®

you by reporting oo ou are
interested in. X has also designed tools that
help you control all content that you see

across the platform and to protect you from
content you consider harmful - Learn more.

How to see content that is not personalized

help.x.com

16
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EXPOSURE
Recommender feeds can rapidly amplity potentially harmful content

For the avatars in this study, simple interactions  These include:

like scrolling on the feed, searching, liking pieces e Mental health avatar: content quickly
of content, or following accounts related to that shifted toward posts referencing depression,
avatar's theme were enough to shift feeds hopelessness, and, in some cases, suicide-
towards increasingly specific and, in some cases, related themes.
potentially harmful content. * Violence avatar: After early exposure to
generic action videos, this avatar’s feed
Simple inputs rapidly accelerated avatars'’ shifted rapidly toward graphic content. This
trajectory to harmful content. ‘Liking’ content or included street fights, violent or extreme
‘following’ profiles - both basic types of accidents, and cartel-related violence news.
engagement on the platform - transformed the e Sexual content avatar: Light engagement
algorithm from generic to potentially harmful in with lifestyle and relationship content led to
just 30 minutes of scrolling and interactions. a feed dominated by sexualised videos and

adult-themed material.
To illustrate how content evolved over time,
three case studies show how different avatars
experienced increasingly specific and potentially
harmful content in response to everyday
engagement patterns such as scrolling, liking,
and searching.

Instituto Nacional :‘ 5R|GHTS
de Salud Publica FOUNDATION
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CASE STUDY: Mental health

Mental health content on TikTok

This avatar was based on Helena, a 16-year-old
girl who described regularly seeing emotionally
intense content on TikTok, particularly at night.
Her screen recordings showed a feed filled with
sad themes, including references to self-harm.

'l go on TikTok and | get videos of nothing but sad
things... but | want other things... | mean, | go on
TikTok to distract myself, but they come up with
more things'.

To reflect her experience, the avatar was set up
using the same age she entered when
registering for the platform and populated with
a sample of the accounts she followed.

After initial setup and scrolling, the avatar's feed
was served a mixture of generic viral videos -
including memes, singing clips, and relatable
posts about relationships. However, after
minimal interaction with emotionally themed
content, the feed began to shift. By day 10,
almost every video shown related to sadness,
anxiety, or hopelessness.
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Day 12: "When somebody dies from

suicide, everyone feels bad, wishes

they saw the signs and saw it coming’
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CASE STUDY: Mental health
Phase one: ‘liking’ and ‘following’

Each day, researchers scrolled for five minutes
on the avatar’s feed. They liked up to five pieces
of content related to mental health or
depression, following up to three of the accounts
posting that content.

Early examples of emotional content included
nostalgic or regretful reflections on past
relationships. After a few days of scrolling, these
seemed to become more intense, with posts
focused on loneliness, low self-worth, and
mental distress.

The volume and consistency of emotionally
intense content escalated rapidly. Within a few
days, the feed had become dominated by
content related to depression and rumination.
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El se fue a dormir R |
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ahogaba en lagrimas
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|
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Seen on Day 5 from an account

already followed: 'And he went to
sleep calm, while | was drowning in
tears’.
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Followed and liked on Day 7: 'So |
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Liked on Day 6: 'Me explaining to
my nervous system that | just
communicated something that made  but dysthymia [persistent depressive
me feel bad and not that ’'m being disorder]". 19

chased by a lion’.
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CASE STUDY: Mental health
Phase two: ‘searching’

On day eight- with less than 40 minutes of total
account activity - the avatar was first served a
video explicitly referencing suicide. No warnings,
restrictions, or support resources were shown in
response.

Subsequent searches for mental health-related
terms surfaced further emotionally intense and
potentially harmful content. In some cases,
content appeared to bypass TikTok's moderation
by using coded language, misspellings, or text
overlays. Content included references to self-
harm, hopelessness, and ideation, presented
without contextual support or intervention.

By the final days of the testing period, the
avatar's feed was almost entirely dominated by
depressive content, including posts that
normalised self-harm and suicidal thinking.
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CASE STUDY: Sexual content
Sexual content on TikTok

Javier is a 15-year-old boy who described
regularly seeing sexual content on his social
media feeds.

' mean, no, there's no porn, but like women
dancing with little clothing or things like that.’

This avatar was set up as the age the child had
entered when setting up their own account and
was populated with a combination of their follow
list, as well as profiles seen on recordings of
their TikTok feed.

While this profile was initially served generic and
viral content, like cats dressed as Batman, after
minimal input, the avatar began regularly seeing
references to sex acts and sexualised content.
This includes instances of TikTok profiles
directing users off the site towards private and
explicit content on subscription sites.
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CASE STUDY: Sexual content
Phase one: ‘liking’ and ‘following’

After the initial following of accounts, the
avatar’s feed began to be served content related | s 14%N
to Javier's descriptions. This included 'women
dancing with little clothing'.

ai 339h = 23%N

Siguiendo” Para ti Q

On Day eight, the avatar watched 30 videos.
Analysis of these pieces of content showed that
10 of the videos were posted by profiles
promoting and directing users to explicit private
members-only subscription platforms (e.g.
OnlyFans).

5/.

214.8 mil

While TikTok does not allow access to members-
only websites through the in-app browser on the
app, this can be bypassed by opening the link in
a browser or by accessing it via another app,
such as Instagram.
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CASE STUDY: Sexual content
Journey from TikTok to pornography

©F OnlyFans
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‘Girl, 'm on my way back, users are directed to their bio reads, 'l have a two private and explicit
you'll stay with my dad right? Instagram, with their bio blue [referencing OnlyFans]. adult content pages,
Immediately me: *sexual reading 'surprise on my IG We can talk through my promoting "Hard Sex’,
moaning audio™. (Instagram)' with a link. link". ‘Deep Throat’, ‘Facials’, and

‘Anal’ content.
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CASE STUDY: Sexual content
Phase two: ‘searching’

Searching for terms such as 'bikini' and 'belleza’ led

to more sexual content being shown on the
avatar's feed. This included videos of imitated sex
acts and sexualised audio, such as moaning.

TikTok's Community Guidelines state the platform
restricts content containing ‘sexual behaviour’ and
‘sexual framing'. It also states that this content is
'ineligible for the FYF [for-you-feed] if it shows
intimate kissing, sexualized framing, or sexualised
behaviour by adults.'

With minimal engagement on TikTok, children can
be quickly exposed to sexualised content and
accounts promoting paid adult material.

papa

faptoktv

#girl #fyp #Viral #8exy #fouryou
#hermosa #tiktokass

| Amiga ya regreso te quedasicen mi .

sabrﬁ:os hacer cwcullt en .
punt y.no hablo de Ia b1 mi

Day nine: A video from ‘faptoktv’ Day I I: 'Girl, ’'m on my way back,
[referring to masturbation] including you’ll stay with my dad right?
sexual framing. Immediately me: *sexual moaning
audio™".

Day 12: 'Us girls who can do 'little
circles' on the tip, are blessed - and
I’'m not talking about tongues'.
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Violent content on X

This avatar was based on the experience of
Gabriel, a 14-year-old boy who described seeing
violent content on X.

‘They're accounts that find exclusive videos that no
one else can find, and they upload them for other
people to see... they have a lot of dead people, a lot
of blood, and a lot of violence".

An avatar account on X was set up, registered as
the adult age the child had used for their own
account. There was no robust age verification in
place.

Initially the account’s feed was largely Mexican
and American news stories. By day 3 - after just
15 minutes of activity on the account - the avatar
was shown the uncensored corpse of an
executed celebrity. During the fieldwork period,
the avatar's feed became dominated by violent
themes and graphic imagery.

; Elon Musk @ B @elonmusk - 13h
Why 90% of America loves )GE &3

Watching Trump slash federal
programs knowing it doesn't

affect gou because you're not

a member of the Parasite Class

d b
% Il
f
i/
|
|

Eduardo Urbano Merino @ @LaloU... - 1c
il dih ALERTA 4 40k 40 a4

O

Nacho Lozano & @nacholozano - 1d

“Empezo a tocarme, bajo

Diego asegura

nos conto
autoridad
SU presunio agres

GOTEG.

Parati Tendencias Noticias Deportes

El Diario Del Narco & @Diarioden... -18h
El cantante colombiano de mu gional

Vergara, fueron asesinados en la zona rural
de Ginebra

NOTA EN EL ENLACE:

( José Gpe. Rios @Gu:
.’ Al pareceresunm

Day | Day 3: 'The Colombian singer Zair
Guette and his manager Teddy
vergara were murdered in rural

Ginebra’.
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Phase one: ‘liking' and ‘following’

After escalating the ‘input’ for the avatars,
including ‘liking’ posts and ‘following’ related
accounts, the avatar was served almost
exclusively violent content. This included videos
of people being hurt or killed in accidents, as
well as violent imagery associated with gang-
related or cartel activity.

For the remainder of the fieldwork period, the
avatar’s feed was filled with similar content at an
intense volume. This was primarily delivered by
news aggregator accounts or journalists posting
about cartel activity.

&7 José Diaz @ @1Di

=

@

=% Donald). Trump

MNadie detiene la violencia en México

1. Video fuerte donde sicarios de “El Azul”

iales un video donde interrogan y
decapitan a un Mostrar

Brentt & @Brenttender - 14h
quiero ver pitos antes de dormir &

1:_: 330

p—— - s g P e 3
A AT T T

Seen on Day 4: Video showing an

interrogation of a cartel member by

gunpoint, with the video ending as a knife
is put to his throat prior to decapitation.

@ El Blog Ll

reclutan a menores de edad para enviar a
combate

& Jovenes de 15 y 16 anos son manipulados

por los Peperoni para la guerra
illamado a la conciencial

Reclutados

Q)2 1147 C5.4K

_ As Piores Brigas do Mundo @ @pe... - 2d
- SUPRESSA!!!

\

Seen on Day 8: Video of boys as
young as |5 firing guns, having
been recruited to fight in a cartel

wadar.

Criminal Karma @CrimKarma - 2d
Las ratas aprenden a los golpes <%

- '-\. 3‘

El Blog del Narco & @narcoblogger - 2d

X Sacatepéquez | Accidente en la RN14: Dos

jovenes perdieron la vida en un choque por
exceso de velocidad en Bosarreyes, Ciudad
Vieja.

& Ocurrié en el km 75 de la ruta.
iLamentable!

= #Accidente

/

Seen on Day 8: 'Rats learn from
shock' - video showing young men
posing with guns before footage of
them being beaten by authorities.
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Phase two: ‘searching’

Searching terms such as 'Sinaloa’ or
‘enfrentamientos' increased the avatar’s
exposure to violent content, and continued
serving this content in the avatar’s feed. While
journalism and news coverage served most of
the graphic imagery before, this was later served
by accounts dedicated to ‘violence' or ‘gore.’

According to X's Rules, violent content is allowed
on X, as long as it is 'properly labeled, not
prominently displayed and is not excessively
gory.' X's Guidelines for Minors also outline that
the platform aims to restrict 'certain types of
sensitive media' to 'known minors [aged 13-17]" -
although it does not outline clearly if this
includes violent content of any kind.

The day 2 child avatar showed that children are
able to be exposed to this content at almost the
same intensity as the adult avatar.

g’ Leadicillin Highlights

\_

Steve Inman & @

Bybit Bybit Official

Get started easily with crypto now! ~/ Unlock
50 USDT in 4 easy steps, and get even more
rewards when you complete more tasks. &

BYBIT

Get $100+
CEVE

Unlock big wins for your %
first deposit & trade

v

Seen on Day | |: Bodycam footage

of a police officer shooting an

individual.

EL MENOS VISTO JALDEA @ELNA... -17h

SINALOA #NAVOLATO INTERROGATORIO
AUN CHAPOZETA
Y MENSAJE PARA CAMILO OCHOA
EL TITERE DE 1AG

Seen on Day | 2: Footage of an
interrogation.

< Post

BIogdeINarcoMélxico [ m

Sicarios de La Mayiza colgaron y
decapitaron a un Sicario de Los
Chapitos, a otro lo torturaron y

ejecutaron, tras enfrentamientos
registrados en comunidades de Elota,

Sinaloa (Informacion en el enlace)

Seen by the child-aged avatar on Day
2: video and image of a decapitated
‘sicario’ hanging from a bridge

27


https://help.x.com/en/rules-and-policies/violent-content
https://help.x.com/en/rules-and-policies/information-for-parents-and-minor-users

AVATARS IN MEXICO - RESEARCH REPORT

EXPOSURE

How search functions surfaced harmful content

In some cases, harmful material only appeared
after a relevant term was searched. These
search terms were identified based on tags and
terms seen in screen recordings shared by
children during interviews, and further informed
by advice from a Mexico-based consultant.

While the self-harm and suicide avatar was
regularly served content about deep rumination
and depression, content about self-harm and
suicide was most clearly found through
searching for the theme. The avatar based on a
child who had previously seen self-harm content
was able to access explicit references to suicide
after searching terms like ‘sut1cui’ and ‘$H' -
identified as common terms that bypass
platform moderation filters.

The avatar exploring exposure to content
relating to eating disorders was only exposed to

REVEALING [RTNRI R %

de Salud Publica

Instituto Nacional :‘

related content through direct searches, such as
‘bodygoals'.

On X, the child-aged avatar exploring violence
was regularly shown violent content. This
included being able to see an uncensored video
of the aftermath of an execution in Sinaloa after
searching ‘enfrentamientos’.

When avatars searched for terms related to each
theme, they were often shown potentially
harmful content.

While some terms, such as ‘bodygoals’ and
‘chicas sexys/, triggered safety warnings or were
blocked - particularly for child-aged accounts -
the majority returned content with no
restrictions or prompts.

SRIGHTS
FOUNDATION

522= =\

&  Q Buscar contenido relacio...  Buscar

3/3

®

+

Me when | remember how it .
feels while my arms are
stinging and cleaning up the

mess after 0

1.1 mill

%9 WFoto - 20:

#fyp #ursafeherel #relatable #.. mas

Searching ‘SH’ on the adult-aged
account.
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EXPOSURE

How search functions surfaced harmful content

To reflect the real-world behaviour of children
using adult-aged accounts, most avatars were
initially set up using the ages children had
inputted when signing up. Additional profiles
were set up for each avatar, using the child’s real
age to observe what platforms show when the
user is set up as a child.

In some cases, avatars with child-age profiles
were blocked from searching specific high-risk
terms - especially those linked to eating
disorders or sexual content. However, self-harm
content and emotionally intense material were
still accessible and, in some cases, actively
recommended.

This suggests that while some protections may

be in place for underage users, they are
inconsistent and limited in scope.

REVEALING [RTNRI R %
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& Q chicas sexys

Mejores Videos Usuarios So

No se encontraron resultados

Hacer otra busqueda

The child-aged avatar was not
shown content when searching
‘chicas sexys’.

SRIGHTS
FOUNDATION

416 .= §
&« bodygoals

Cuentas Audio Hashtags Lugares Reels

ecl yudarte
Ver recursos

Searching ‘bodygoals’ did not
show reels relating to eating
disorders to the adult or child-
aged avatar, but did show non-
reel content on the For You
alongside a warning.

[ Q salud mental
Mejores U

El bienestar mental es importante

TikTok es mejor cuando nos cuidamos

{'." , unos a los otros. Aprende a compartir
tus historias de maner.. na

Esto es algo que #saludmental Mama no
definitivamente ha ca. ve nuestra lucha con m.

Con mds me gusta

Searching ‘mental health’ on
TikTok triggered a warning on

both the adult and child aged
avatars.
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EXPOSURE
Al, clickbait and suggestive content on explore pages

Content on the explore pages in the later days
on some avatars appeared to be designed to
capture attention - particularly through
thumbnails that gave the impression of more
explicit or distressing content. After watching the
videos, the content often turned out to be more
benign.

Alongside content displayed on the explore
page, search terms such as 'belleza' led to
sexually suggestive Al-generated videos being
served to avatars. While not explicit, the videos
included women in bikinis and some hyper-
sexualised poses.

hlﬂtvbum ‘ |

ol = .
QNS #DD #insta #girisoftikiok 0 wisjourneys y ’ ' uir :

ﬁemale #sexy @ @@ #gids. ma: healthfitnessguiderr = {i;

- BodyEvolution: From fat to skinny to fit, this you ... @
Q Bosgueda - watermelons girls >

Al-generated content also appeared in adverts
for the child-aged avatar. For example, a video of
a woman losing half their body weight, going
from ‘fat to skinny’ appeared as the top result

e & @ a Q ® 6

after searching ‘version fit' Clickbait and Al content seen by an avatar profile on An Al generated video shown The child-aged avatar was
Instagram. to the sexual content avatar ~ exposed to an Al weight loss
by searching ‘bikini’. video searching ‘version fit’,
i i here the generated girl loses
REVEALING IXINXTip"% Instituto Nacpnal . 5RIGHTS W g g
G_ % de Salud Publica + FOUNDATION half their weight.
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INCENTIVES

Features that appeared to incentivise users to keep watching

Social media platforms are primarily designed to
maximise engagement. Their business models
depend on keeping users active for as long as
possible - encouraging repeated use, sustained
attention, and emotional connection. This often
means prioritising features that drive access and
engagement.

On TikTok, this focus on engagement appears in
design choices - such as an algorithmically
driven feed or an infinite feed of content - that
promote constant scrolling, instant feedback,
and algorithmic content recommendations.
While these features may support discovery or
entertainment, they can also shape what users
see and how long they stay - especially children,
whose online behaviours and emotional

responses may be different from those of adults.

de Salud Publica

REVEALING [RTNRI R %
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Several of the adult-aged avatars on TikTok were
shown features that appeared to reward time
spent watching videos. These included overlays
and pop-ups offering small amounts of 'coins' if
the user continued watching the video; for
example, 'earn 10 coins for every 30 seconds
watched'.

Ads between videos also offered coins in return
for inviting friends to join TikTok, which also
appeared on the child-aged avatars. The coins
accumulated in a visible counter, but their
purpose and value were not clearly explained to
the user. This appears to be part of the TikTok
Lite Rewards programme, which is banned in the
EU, but available to users in Mexico.

SRIGHTS
FOUNDATION

habra algin hombre que | :
aguante las mil veces que voy 3/
tratar de alejarlo de mi (?! -

lala
es contenido @
J3) Blind/Etta James I'd |
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INCENTIVES
Features that appeared to incentivise users to keep watching

These features were only observed in a small J—
number of cases and were not consistent across
all avatars. However, where they did appear,
they seemed to introduce a game-like element
to scrolling - potentially encouraging users to
watch for longer periods in exchange for lesjuro que es como una
a b4la en el p3cho.
perceived rewards.

. e oy e

-

© 442G ) N Al 14% / 4435 G\ _ ) il 14% 4:43 5 G W N A5 14%
I}

ovi Explorar Siguiendo [Parati Q wtv: Explorar Siguiendo Para ti Q

—

@ Explorar Siguiendo Parati Q

« Cuando estas p4sando por
el p3or momento de tu vida
« TIkTok v Ig p3rsana que mas
Bonus *  quieres se comi3nza
al3jarte de ti jaja

Obtén hasta $ 10.24*

por ver videos hoy

+ TikTok
Bonus *

Como le explico a mi
sistema inmunoclégico que
solo estoy teniendo
mucho estrés y ansiedad
y no por eso me tiene que
doler tanto la cabeza,
darme nauseas y perder el
apetito?

In one case, the coin feature appeared, then
served a series of emotionally charged videos,
including content about loss, anxiety and
sadness.

Empezar a ver

2 Desliza hacia arriba para omitirlo

Motivacion

#motivationalquotes #motivation
#frase

J*Fer £

:( #sistema #inmunologico #fpy:~
#parati #bajonesemocionales

J1 Contiene: WILDFLOWER - Billie ...
y - A—

TikTok pop-up saying 'Win up to
$10.24 for watching videos today'.

The next video: 'When you're going  The video after: 'How do | explain to
through the worst time of your life ~ my immune system that | just have
and the person you love the most  lots of stress and anxiety and that |

starts to pull away from you, haha, | don’t need to have such bad

Instituto Nacional :‘ S5RIGHTS

swear it's like a bullet to the chest'. headaches, nausea and appetite loss'.

de Salud Publica FOUNDATION
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INCENTIVES
Features that appeared to incentivise users to keep watching

Although the coin system’s function was not These incentives could encourage children to
clearly explained to the user, its presence watch entire videos rather than swipe away,
suggests a mechanism that may encourage contributing to a feedback loop that rewards
extended use. For children - who may not fully continued engagement, regardless of the topic
understand the nature or value of digital or tone of the content being shown. While such
rewards - these features could contribute to systems are designed to optimise for interest,
prolonged time-on-platform. not harm, the result may still be an experience

that pulls children deeper into content loops
TikTok's recommender system learns from user  without meaningful opportunities for pause,
behaviour: the more time a user spends reflection, or redirection.
watching a particular kind of content, the more
the algorithm shows them similar material.
When combined with coin-based incentives, this
system could contribute to patterns of viewing
where emotionally intense content is shown
more frequently than other types of material.

Instituto Nacional :‘ 5R|GHTS
de Salud Publica FOUNDATION
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CONCLUSION
Key findings

Children in Mexico can be served potentially
harmful content across a number of themes. A
few minutes of scrolling each day on avatars
mimicking real children’s interests and
behaviours can lead to feeds filled with content
relating to depression, self-harm, violence, and
sexual content.

Platforms are not only failing in their obligation
to respect children’s rights on policy - they are
failing on enforcement, moderation, and design.
In many cases, this is at odds with the standards
and rules outlined in their own guidance and
policies.

Platforms feed children potentially harmful
content through recommendations and take no
meaningful steps to prevent them from
accessing and remaining on this trajectory.

REVEALING [RTNRI R %
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Harmful pathways (e.g. from mental health
interest to self-harm content) are fast and
frictionless - and may be rewarded by the
platform itself.

Platforms’ current safeguards are insufficient to
meet their own standards, let alone national or
international children’s rights responsibilities.

SRIGHTS
FOUNDATION
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CONCLUSION
Recommendations

Technology companies

Respect children’s rights and prevent violations,
embedding safety, privacy and children’s rights
by design and by default across all digital
products and services likely to be accessed by
children, in line with international duties, and the
Committee on the Rights of the Child General
Comment No. 25.

e Undertake early, proactive, ongoing
children’s rights impact assessments
throughout the lifecycle of products and
services, and include detailed information on
risks and mitigating measures.

e Introduce proportionate, effective, and
privacy-preserving age verification at sign-up
to direct children to age-appropriate
experiences.

% SRIGHTS
FOUNDATION

e End manipulative and exploitative business

models, including engagement-driven
algorithms, and deceptive reward systems
that encourage excessive use, compulsive
behaviour, or the commercial exploitation of
children.

Ensure robust, consistent, and transparent
enforcement of terms of service, policies,
and community standards.
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CONCLUSION
Recommendations

Governments and legislators

Children have the right to protection from
commercial exploitation, to safety, and to
privacy, wherever they engage in the digital
environment. These rights are guaranteed under
international law, in particular the UN
Convention on the Rights of the Child, as
authoritatively interpreted by the Committee on
the Rights of the Child, General Comment No. 25
on children’s rights in relation to the digital
environment.

In accordance with these obligations, States
must ensure that children’s rights are respected,
protected, and fulfilled online, and that their
best interests are a primary consideration in all
actions concerning the design, regulation,
governance, and operation of digital services.

% SRIGHTS
FOUNDATION

To meet their international duties, governments
and legislators must hold technology companies
accountable, including by:

e Prioritising the adoption, implementation,
and enforcement of legislation, regulation,
policies, and technical standards specifically
aimed at protecting children’s rights in the
digital environment,

e Legislating and enforcing companies’ duties
to respect children’s rights, including
obligations to prevent, mitigate, and remedy
actual and potential adverse impacts on
children.,

e |ncluding an overarching and legally
enforceable duty of care for services likely to
be accessed by children, and requiring the
implementation of mandatory Safety-by-

Design and Privacy-by-Design approaches
across the full lifecycle of digital products
and services.

Mandating robust due diligence, including
mandatory Child Rights Impact Assessments
(CRIASs) that address risks relating to content,
contact, conduct, and contract, as well as
systemic and cross-cutting harms.
Prohibiting manipulative, deceptive, and
exploitative business models that undermine
children’s rights or exploit their
vulnerabilities.

Enforce platform terms of service, policies,
and community standards.
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	Executive summary:
	What children in Mexico can be exposed to on social media
	INTRODUCTION Research context
	Building from Pathways, which explored the experiences of children on social media in Britain, this report aims to explore what children in Mexico can experience on social media and how platform design choices shape those experiences. Using simulated profiles – or avatars – based on real children’s behaviours, the research reveals how recommender systems respond to everyday actions like scrolling, liking, following, and searching.
	Despite platforms’ public commitments to safety, children are easily able to access social media and can quickly be exposed to distressing, graphic, or sexualised content. Features designed to drive engagement appear to amplify rather than limit harm, while safeguards are inconsistent or absent.
	By comparing what platforms say they do with what the avatars actually saw, this report highlights a clear gap between policy and practice. It shows how simple inputs can lead to potentially harmful content and reinforces why design matters when it comes to protecting children online.

	METHODOLOGY From real children’s behaviours and experiences to digital profiles
	To understand what children in Mexico can be shown and experience on social media, we used an ‘avatar’ methodology – creating social media profiles that mimic real children’s behaviour online. This approach allows us to explore and test algorithmically driven feeds without putting children at risk. The aim was to test what the algorithm would show a typical child through everyday actions like scrolling, liking, following, and searching.
	In-depth interviews were carried out with 12 children across Mexico to understand how they experience the online world.
	Interviews were conducted remotely, in Spanish, by a Spanish-speaking researcher alongside a Mexico-based research consultant.
	Children were asked about their everyday digital lives – what platforms they use, the kinds of content they see, how it makes them feel, and how they behave online.
	The sample included children of different ages and genders, living in a range of locations across the country as shown by the diagram on the right. Some children were included because they had seen particular types of content, or had experiences that directly related to the themes explored through the avatars.
	Following the interview, each child shared recordings of their feeds across their most used social media platforms. They also shared the list of accounts they followed on each profile.

	METHODOLOGY Escalating ‘input’ behaviours
	Avatars were set up on TikTok, Instagram, and X. All profiles used common, low-friction behaviours – scrolling, liking, following, and searching – to simulate how children typically engage. Interaction inputs were gradually increased to test how the algorithm adapted in response.
	Although the avatars were operated by researchers in the UK, they were set up using Mexican SIM cards and accessed via VPNs routing through Mexico, enabling platforms to serve local content to the avatars.
	This method revealed how potentially harmful content can be surfaced quickly and easily and how platform design reinforces continued exposure.
	While the avatars reflect realistic user experiences, they don’t measure what users will see or are likely to see. They illustrate what can be shown – not what will be shown, how often, or to how many children.
	Fieldwork for this project including interviews and the avatars were conducted between October 2024 and February 2025.
	Set-up
	Age of child or age they entered on their social media account
	Registered with a ‘dummy’ email address
	Following a randomly selected sample of a child’s follow list

	Escalating phases (interaction)
	Passive phase: 4 days of scrolling
	Engagement: 4 days ‘liking’ content and ‘following’ accounts that relate to the theme of the avatar
	Engagement: 4 days ‘searching’ terms related to the theme of the avatar


	METHODOLOGY Avatars informed by real children’s ages and behaviours
	Themes and avatars Each avatar reflected the behaviours, interests, and engagement patterns of real children in Mexico and was assigned to one of five content themes:
	Mental health and depression – content ranging from low mood to self-harm
	Sexual content – suggestive videos and  sexualised imagery
	Violence – including interpersonal violence and cartel-related content
	Eating disorders – extreme dieting tips and material promoting disordered eating
	‘Buchona’ culture – an aesthetic that glorifies luxury, usually as a ‘narco wife’ and hyper-feminine beauty ideals, often sexualised and glamorised in style
	During the interviews, each child reported having a social media profile that was older than their real age – often using a false or random date of birth to sign up. These accounts had aged up with them over time. As a result, the children were now using accounts aged 18+. To reflect this reality, two avatars were set up for each theme, with one account at the adult age children entered when setting up their profile and one at the child’s real age.
	METHODOLOGY Avatars informed by real children’s ages and behaviours
	The fieldwork period ran for 14 days, with 12 days using avatars set up with the adult ages and 2 days using avatars set to the children’s real ages. This was done to assess whether age accuracy affected safeguards or content recommendations and to reflect the real experiences of children on social media.
	The profiles set to the child’s real age were run with a rapid, 2-day avatar design. These avatars followed the same accounts as the 12-day avatars but escalated engagement with potentially harmful themes much earlier. This enabled us to explore what platforms showed users with a child’s age.
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	Theme
	Age of child
	Age of profile
	Platform
	XXXXxxxXX
	Sexual content

	XXXXxxxXX
	‘Buchona’

	XXXXxxxXX
	Mental health

	XXXXxxxXX
	Eating disorders

	XXXXxxxXX
	Violence


	ACCESS
	ACCESS Platforms outline their approaches to age assurance
	Age assurance can be a foundational part of designing safe, age-appropriate, and rights-respecting online experiences for children. Without knowing who their users are, platforms cannot offer the right protections, apply relevant policies, and design spaces that reflect children’s needs. It obliges companies to design experiences that protect, empower, and support children - not just restrict them.
	TikTok, Instagram, and X all state that users must be at least 13 years old to sign up.
	TikTok and Instagram go further, claiming they use technology to detect underage users and apply special protections for teenagers.
	However, this doesn’t appear to reflect children’s online experiences.

	ACCESS Children’s experiences of account creation
	As we learned during the interviews, all of the children used accounts set to an age older than 18, meaning they were officially registered as adults on social media. To reflect this reality, the avatars were first registered at the age the children entered when registering their profile.
	Setting up the avatars on all platforms was quick and straightforward. Entering a date of birth – whether accurate or not – was the only step related to age, and no additional verification was required. The platforms did not appear to challenge the age entered, and accounts were granted immediate access to content and features.
	If a platform does not know users’ ages, it cannot enforce its own rules or ensure that all users - especially children - receive experiences that respect their rights, such as safety, privacy, and age-appropriate content, by default. It cannot stop children from accessing adult content, nor can it ensure that recommender systems or reward features are safe and appropriate. The result is a system where age restrictions exist on paper, but not in practice – and where children are treated, by design, as adults.

	EXPOSURE
	EXPOSURE Recommender feeds can rapidly amplify potentially harmful content
	Social media platforms serve users a personalised stream of content designed to hold attention. Platforms claim recommender systems are moderated to avoid repetition and reinforce wellbeing – but this does not appear to always reflect users’ experiences.
	While there are tools available across the platforms to encourage users to flag content they ‘are not interested in’, there do not appear to be effective safeguards built into the platform design. As a result, users can still be fed increasing amounts of potentially harmful content.

	EXPOSURE  Recommender feeds can rapidly amplify potentially harmful content
	For the avatars in this study, simple interactions like scrolling on the feed, searching, liking pieces of content, or following accounts related to that avatar’s theme were enough to shift feeds towards increasingly specific and, in some cases, potentially harmful content.
	Simple inputs rapidly accelerated avatars’ trajectory to harmful content. ‘Liking’ content or ‘following’ profiles – both basic types of engagement on the platform – transformed the algorithm from generic to potentially harmful in just 30 minutes of scrolling and interactions.
	To illustrate how content evolved over time, three case studies show how different avatars experienced increasingly specific and potentially harmful content in response to everyday engagement patterns such as scrolling, liking, and searching.
	These include:
	Mental health avatar: content quickly shifted toward posts referencing depression, hopelessness, and, in some cases, suicide-related themes.
	Violence avatar: After early exposure to generic action videos, this avatar’s feed shifted rapidly toward graphic content. This included street fights, violent or extreme accidents, and cartel-related violence news.
	Sexual content avatar: Light engagement with lifestyle and relationship content led to a feed dominated by sexualised videos and adult-themed material.

	CASE STUDY: Mental health Mental health content on TikTok
	This avatar was based on Helena, a 16-year-old girl who described regularly seeing emotionally intense content on TikTok, particularly at night. Her screen recordings showed a feed filled with sad themes, including references to self-harm.
	'I go on TikTok and I get videos of nothing but sad things... but I want other things... I mean, I go on TikTok to distract myself, but they come up with more things'.
	To reflect her experience, the avatar was set up using the same age she entered when registering for the platform and populated with a sample of the accounts she followed.
	After initial setup and scrolling, the avatar's feed was served a mixture of generic viral videos – including memes, singing clips, and relatable posts about relationships. However, after minimal interaction with emotionally themed content, the feed began to shift. By day 10, almost every video shown related to sadness, anxiety, or hopelessness.
	Day 1
	Day 2
	Day 12: 'When somebody dies from suicide, everyone feels bad, wishes they saw the signs and saw it coming’

	CASE STUDY: Mental health Phase one: ‘liking’ and ‘following’
	Each day, researchers scrolled for five minutes on the avatar’s feed. They liked up to five pieces of content related to mental health or depression, following up to three of the accounts posting that content.
	Early examples of emotional content included nostalgic or regretful reflections on past relationships. After a few days of scrolling, these seemed to become more intense, with posts focused on loneliness, low self-worth, and mental distress.
	The volume and consistency of emotionally intense content escalated rapidly. Within a few days, the feed had become dominated by content related to depression and rumination.
	Seen on Day 5 from an account already followed: 'And he went to sleep calm, while I was drowning in tears’.
	Liked on Day 6: 'Me explaining to my nervous system that I just communicated something that made me feel bad and not that I’m being chased by a lion'.
	Followed and liked on Day 7: 'So I realised that I don’t have depression but dysthymia [persistent depressive disorder]'.

	CASE STUDY: Mental health Phase two: ‘searching’
	On day eight– with less than 40 minutes of total account activity – the avatar was first served a video explicitly referencing suicide. No warnings, restrictions, or support resources were shown in response.
	Subsequent searches for mental health-related terms surfaced further emotionally intense and potentially harmful content. In some cases, content appeared to bypass TikTok’s moderation by using coded language, misspellings, or text overlays. Content included references to self-harm, hopelessness, and ideation, presented without contextual support or intervention.
	By the final days of the testing period, the avatar’s feed was almost entirely dominated by depressive content, including posts that normalised self-harm and suicidal thinking.
	Day 8: 'I promise you that if anxiety beats me, I’ll be the most beautiful star'.
	Day 9: 'I have the urge to have one of those naps where your family cries and tell you that they love you “you truly understand me”'.
	Day 11: 'Everyone talks about how wonderful it is to feel nothing, but no one talks about how frustrating it is to be in an emotional block where you can't connect with anyone at all'.

	CASE STUDY: Sexual content Sexual content on TikTok
	Javier is a 15-year-old boy who described regularly seeing sexual content on his social media feeds.
	'I mean, no, there's no porn, but like women dancing with little clothing or things like that.'
	This avatar was set up as the age the child had entered when setting up their own account and was populated with a combination of their follow list, as well as profiles seen on recordings of their TikTok feed.
	While this profile was initially served generic and viral content, like cats dressed as Batman, after minimal input, the avatar began regularly seeing references to sex acts and sexualised content. This includes instances of TikTok profiles directing users off the site towards private and explicit content on subscription sites.
	Day 1
	Day 3: 'The life of ants'.
	Day 12: 'My jealousy is just a joke... Imagine having me and looking at other people hahaha'.

	CASE STUDY: Sexual content Phase one: ‘liking’ and ‘following’
	After the initial following of accounts, the avatar’s feed began to be served content related to Javier’s descriptions. This included 'women dancing with little clothing'.
	On Day eight, the avatar watched 30 videos. Analysis of these pieces of content showed that 10 of the videos were posted by profiles promoting and directing users to explicit private members-only subscription platforms (e.g. OnlyFans).
	While TikTok does not allow access to members-only websites through the in-app browser on the app, this can be bypassed by opening the link in a browser or by accessing it via another app, such as Instagram.
	Liked from an account already followed on Day 6
	Liked from an account followed on Day 7: 'They’re saying you like them like me - naughty and likes to be spoiled'.
	Seen on Day 8: 'Ok but me in my nurse uniform 💕'.

	CASE STUDY: Sexual content Journey from TikTok to pornography
	CASE STUDY: Sexual content Phase two: ‘searching’
	Searching for terms such as 'bikini' and 'belleza' led to more sexual content being shown on the avatar’s feed. This included videos of imitated sex acts and sexualised audio, such as moaning.
	TikTok’s Community Guidelines state the platform restricts content containing ‘sexual behaviour’ and ‘sexual framing’. It also states that this content is 'ineligible for the FYF [for-you-feed] if it shows intimate kissing, sexualized framing, or sexualised behaviour by adults.'
	With minimal engagement on TikTok, children can be quickly exposed to sexualised content and accounts promoting paid adult material.
	Day nine: A video from ‘faptoktv’ [referring to masturbation] including sexual framing.
	Day 11: 'Girl, I’m on my way back, you’ll stay with my dad right? Immediately me: *sexual moaning audio*'.
	Day 12: 'Us girls who can do 'little circles' on the tip, are blessed - and I’m not talking about tongues'.

	CASE STUDY: Violence Violent content on X
	This avatar was based on the experience of Gabriel, a 14-year-old boy who described seeing violent content on X.
	'They're accounts that find exclusive videos that no one else can find, and they upload them for other people to see... they have a lot of dead people, a lot of blood, and a lot of violence’.
	An avatar account on X was set up, registered as the adult age the child had used for their own account. There was no robust age verification in place.
	Initially the account’s feed was largely Mexican and American news stories. By day 3 - after just 15 minutes of activity on the account - the avatar was shown the uncensored corpse of an executed celebrity. During the fieldwork period, the avatar’s feed became dominated by violent themes and graphic imagery.
	Day 1
	Day 2
	Day 3: 'The Colombian singer Zair Guette and his manager Teddy vergara were murdered in rural Ginebra’.

	CASE STUDY: Violence Phase one: ‘liking’ and ‘following’
	After escalating the ‘input’ for the avatars, including ‘liking’ posts and ‘following’ related accounts, the avatar was served almost exclusively violent content. This included videos of people being hurt or killed in accidents, as well as violent imagery associated with gang-related or cartel activity.
	For the remainder of the fieldwork period, the avatar’s feed was filled with similar content at an intense volume. This was primarily delivered by news aggregator accounts or journalists posting about cartel activity.
	Seen on Day 4: Video showing an interrogation of a cartel member by gunpoint, with the video ending as a knife is put to his throat prior to decapitation.
	Seen on Day 8: Video of boys as young as 15 firing guns, having been recruited to fight in a cartel war.
	Seen on Day 8: 'Rats learn from shock' - video showing young men posing with guns before footage of them being beaten by authorities.

	CASE STUDY: Violence Phase two: ‘searching’
	Searching terms such as 'Sinaloa' or 'enfrentamientos' increased the avatar’s exposure to violent content, and continued serving this content in the avatar’s feed. While journalism and news coverage served most of the graphic imagery before, this was later served by accounts dedicated to ‘violence’ or ‘gore.’
	According to X’s Rules, violent content is allowed on X, as long as it is 'properly labeled, not prominently displayed and is not excessively gory.' X’s Guidelines for Minors also outline that the platform aims to restrict 'certain types of sensitive media' to 'known minors [aged 13-17]' - although it does not outline clearly if this includes violent content of any kind.
	The day 2 child avatar showed that children are able to be exposed to this content at almost the same intensity as the adult avatar.
	Seen on Day 11: Bodycam footage of a police officer shooting an individual.
	Seen on Day 12: Footage of an interrogation.
	Seen by the child-aged avatar on Day 2: video and image of a decapitated ‘sicario’ hanging from a bridge

	EXPOSURE How search functions surfaced harmful content
	In some cases, harmful material only appeared after a relevant term was searched. These search terms were identified based on tags and terms seen in screen recordings shared by children during interviews, and further informed by advice from a Mexico-based consultant.
	While the self-harm and suicide avatar was regularly served content about deep rumination and depression, content about self-harm and suicide was most clearly found through searching for the theme. The avatar based on a child who had previously seen self-harm content was able to access explicit references to suicide after searching terms like ‘su1cui’ and ‘$H’ – identified as common terms that bypass platform moderation filters.
	The avatar exploring exposure to content relating to eating disorders was only exposed to
	related content through direct searches, such as ‘bodygoals’.
	On X, the child-aged avatar exploring violence was regularly shown violent content. This included being able to see an uncensored video of the aftermath of an execution in Sinaloa after searching ‘enfrentamientos’.
	When avatars searched for terms related to each theme, they were often shown potentially harmful content.
	While some terms, such as ‘bodygoals’ and ‘chicas sexys’, triggered safety warnings or were blocked – particularly for child-aged accounts – the majority returned content with no restrictions or prompts.
	Searching ‘SH’ on the adult-aged account.

	EXPOSURE How search functions surfaced harmful content
	To reflect the real-world behaviour of children using adult-aged accounts, most avatars were initially set up using the ages children had inputted when signing up. Additional profiles were set up for each avatar, using the child’s real age to observe what platforms show when the user is set up as a child.
	In some cases, avatars with child-age profiles were blocked from searching specific high-risk terms – especially those linked to eating disorders or sexual content. However, self-harm content and emotionally intense material were still accessible and, in some cases, actively recommended.
	This suggests that while some protections may be in place for underage users, they are inconsistent and limited in scope.
	The child-aged avatar was not shown content when searching ‘chicas sexys’.
	Searching ‘bodygoals’ did not show reels relating to eating disorders to the adult or child-aged avatar, but did show non-reel content on the For You alongside a warning.
	Searching ‘mental health’ on TikTok triggered a warning on both the adult and child aged avatars.

	EXPOSURE AI, clickbait and suggestive content on explore pages
	Content on the explore pages in the later days on some avatars appeared to be designed to capture attention – particularly through thumbnails that gave the impression of more explicit or distressing content. After watching the videos, the content often turned out to be more benign.
	Alongside content displayed on the explore page, search terms such as 'belleza' led to sexually suggestive AI-generated videos being served to avatars. While not explicit, the videos included women in bikinis and some hyper-sexualised poses.
	AI-generated content also appeared in adverts for the child-aged avatar. For example, a video of a woman losing half their body weight, going from ‘fat to skinny’ appeared as the top result after searching ‘version fit’.
	Clickbait and AI content seen by an avatar profile on Instagram.
	An AI generated video shown to the sexual content avatar by searching ‘bikini’.
	The child-aged avatar was exposed to an AI weight loss video searching ‘version fit’, where the generated girl loses half their weight.

	INCENTIVES
	INCENTIVES Features that appeared to incentivise users to keep watching
	Social media platforms are primarily designed to maximise engagement. Their business models depend on keeping users active for as long as possible – encouraging repeated use, sustained attention, and emotional connection. This often means prioritising features that drive access and engagement.
	On TikTok, this focus on engagement appears in design choices – such as an algorithmically driven feed or an infinite feed of content – that promote constant scrolling, instant feedback, and algorithmic content recommendations. While these features may support discovery or entertainment, they can also shape what users see and how long they stay – especially children, whose online behaviours and emotional responses may be different from those of adults.
	Several of the adult-aged avatars on TikTok were shown features that appeared to reward time spent watching videos. These included overlays and pop-ups offering small amounts of 'coins' if the user continued watching the video; for  example, 'earn 10 coins for every 30 seconds watched’.
	Ads between videos also offered coins in return for inviting friends to join TikTok, which also appeared on the child-aged avatars. The coins accumulated in a visible counter, but their purpose and value were not clearly explained to the user. This appears to be part of the TikTok Lite Rewards programme, which is banned in the EU, but available to users in Mexico.

	INCENTIVES Features that appeared to incentivise users to keep watching
	These features were only observed in a small number of cases and were not consistent across all avatars. However, where they did appear, they seemed to introduce a game-like element to scrolling – potentially encouraging users to watch for longer periods in exchange for perceived rewards.
	In one case, the coin feature appeared, then served a series of emotionally charged videos, including content about loss, anxiety and sadness.
	TikTok pop-up saying 'Win up to $10.24 for watching videos today'.
	The next video: 'When you're going through the worst time of your life and the person you love the most starts to pull away from you, haha, I swear it's like a bullet to the chest'.
	The video after: 'How do I explain to my immune system that I just have lots of stress and anxiety and that I don’t need to have such bad headaches, nausea and appetite loss'.

	INCENTIVES Features that appeared to incentivise users to keep watching
	Although the coin system’s function was not clearly explained to the user, its presence suggests a mechanism that may encourage extended use. For children – who may not fully understand the nature or value of digital rewards – these features could contribute to prolonged time-on-platform.
	TikTok’s recommender system learns from user behaviour: the more time a user spends watching a particular kind of content, the more the algorithm shows them similar material. When combined with coin-based incentives, this system could contribute to patterns of viewing where emotionally intense content is shown more frequently than other types of material.
	These incentives could encourage children to watch entire videos rather than swipe away, contributing to a feedback loop that rewards continued engagement, regardless of the topic or tone of the content being shown. While such systems are designed to optimise for interest, not harm, the result may still be an experience that pulls children deeper into content loops without meaningful opportunities for pause, reflection, or redirection.

	CONCLUSION
	CONCLUSION Key findings
	Children in Mexico can be served potentially harmful content across a number of themes. A few minutes of scrolling each day on avatars mimicking real children’s interests and behaviours can lead to feeds filled with content relating to depression, self-harm, violence, and sexual content.
	Platforms are not only failing in their obligation to respect children’s rights on policy – they are failing on enforcement, moderation, and design. In many cases, this is at odds with the standards and rules outlined in their own guidance and policies.
	Platforms feed children potentially harmful content through recommendations and take no meaningful steps to prevent them from accessing and remaining on this trajectory.
	Harmful pathways (e.g. from mental health interest to self-harm content) are fast and frictionless – and may be rewarded by the platform itself.
	Platforms’ current safeguards are insufficient to meet their own standards, let alone national or international children’s rights responsibilities.

	CONCLUSION Recommendations
	Technology companies
	Respect children’s rights and prevent violations, embedding safety, privacy and children’s rights by design and by default across all digital products and services likely to be accessed by children, in line with international duties, and the Committee on the Rights of the Child General Comment No. 25.
	Undertake early, proactive, ongoing children’s rights impact assessments throughout the lifecycle of products and services, and include detailed information on risks and mitigating measures.
	Introduce proportionate, effective, and privacy-preserving age verification at sign-up to direct children to age-appropriate experiences.
	End manipulative and exploitative business models, including engagement-driven algorithms, and deceptive reward systems that encourage excessive use, compulsive behaviour, or the commercial exploitation of children.
	Ensure robust, consistent, and transparent enforcement of terms of service, policies, and community standards.


	CONCLUSION Recommendations
	Governments and legislators
	Children have the right to protection from commercial exploitation, to safety, and to privacy, wherever they engage in the digital environment. These rights are guaranteed under international law, in particular the UN Convention on the Rights of the Child, as authoritatively interpreted by the Committee on the Rights of the Child, General Comment No. 25 on children’s rights in relation to the digital environment.
	In accordance with these obligations, States must ensure that children’s rights are respected, protected, and fulfilled online, and that their best interests are a primary consideration in all actions concerning the design, regulation, governance, and operation of digital services.
	To meet their international duties, governments and legislators must hold technology companies accountable, including by:
	Prioritising the adoption, implementation, and enforcement of legislation, regulation, policies, and technical standards specifically aimed at protecting children’s rights in the digital environment.
	Legislating and enforcing companies’ duties to respect children’s rights, including obligations to prevent, mitigate, and remedy actual and potential adverse impacts on children.
	Including an overarching and legally enforceable duty of care for services likely to be accessed by children, and requiring the  implementation of mandatory Safety-by-
	Design and Privacy-by-Design approaches         across the full lifecycle of digital products         and services.
	Mandating robust due diligence, including mandatory Child Rights Impact Assessments (CRIAs) that address risks relating to content, contact, conduct, and contract, as well as systemic and cross-cutting harms.
	Prohibiting manipulative, deceptive, and exploitative business models that undermine children’s rights or exploit their vulnerabilities.
	Enforce platform terms of service, policies, and community standards.



