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Foreword

The Convention on the Rights of the Child was adopted in 1989. The same year,
the World Wide Web was invented and envisioned as a space where all users
could engage as equals, free from traditional hierarchies and national control.
This radical vision shaped the ethos of the emerging digital world, with early
pioneers treating it as fact. By 2013 Google Executive Chair Eric Schmidt could
confidently state that the online world ‘is not truly bound by terrestrial laws’' Yet
by then, most children around the world were online, with commercial digital
products and services increasingly mediating every aspect of their lives. Childhood,
ignored by the libertarians of cyberspace, had been rapidly disrupted and
fundamentally reshaped.

Today, the harms of an unregulated internet economy to children have crystallized, and
Al has set the dial to supercharge them. Young people and their communities are clam-
oring for a reset. But reining in global companies requires a global approach, just as
geopolitical competition for tech dominance reaches fever pitch. Under pressure,
leaders are torn between letting go entirely and cracking down reactively, for example
with blanket social media bans.

Thankfully, an alternative approach exists - one grounded in well-established
international law and shared regulatory practice that eschews zero-sum games, is
evidence-based, and has already been proven to deliver..

Five years on since the UN Committee on the Rights of the Child set out the
framework for a child-rights respecting digital world, this report distills what
pioneering policymakers, legislators, and regulators from all around the world have
tried, tested, and refined to translate its guidance into sensible, enforceable
law. Together it forms a comprehensive blueprint for coherent, tech-neutral, outcomes-
based regulation that sets a floor for innovation building trust and catering to children
by design and default.
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It is possible to both protect and prepare children for a rapidly digitalizing world. It is
possible to regulate tech so that both innovation and children can thrive. It is possible
to work together towards global standards that ensure benefits accrue to all.

The era of free-for-all tech experimentation, with children as guinea pigs, must end. It
is high time for governments to reassert themselves and do their duty - by children
today and generations to come.
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LEANDA BARRINGTON-LEACH
5Rights Executive Director
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Executive Summary

In 2021, the world made children a promise with the adoption of General comment
No. 25 to the UN Convention on the Rights of the Child, affirming that the rights
enshrined in the most widely ratified human rights treaty in history apply fully in the
digital environment.

Today, fulfilling that promise is more critical than ever. One in three internet users is
a child,? and digital technologies increasingly mediate all aspects of their lives - from
the classroom to the playground, from first friendships to how they see themselves.
Given this reality, tech companies must meet the same baseline: to design all digital
products and services likely to be accessed by or to impact children with their distinct
rights, needs, and vulnerabilities in mind.

While legislation often tends to focus on the most egregious and visible harms, the
underlying causes often remain unaddressed. From predatory business models
commodifying children’s attention® and social media platforms promoting harmful
experiences” to educational technologies discriminatorily predicting children’s
outcomes® and Al-driven systems encouraging children to harm themselvesS children’s
experiences in the digital environment cannot be treated in isolation.

These harms stem from deliberate design, deployment, and governance choices driven
by a persistent failure to prioritize children’s rights and wellbeing over companies’
profits.” Voluntary and self-regulatory approaches have enabled this pattern of
exploitation to persist, failing to protect children when it matters the most.

To effectively protect children in the digital world, regulatory frameworks must
therefore shift towards systemic risk management that addresses these underlying
technological and commercial conditions. This approach requires tech companies to
assess how their products may impact children and mitigate risks upstream, allowing
children to safely enjoy the full benefits of the digital world.

Such due diligence is already standard across industries — from food safety to aviation

and medicine — where products cannot reach the market without demonstrating
safety.® When the law requires this same rigor from tech companies, evidence
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shows that they increase privacy protections in children’s default settings, redesign
recommender systems, and restrict targeted advertising to children.?

So far, this rigorous approach remains fragmented across jurisdictions. Digital products
and services children use, however, transcend geographic borders,° creating stark
inequalities: children end up enjoying strong protections in some jurisdictions while
their peers face exploitation and harm elsewhere when using the same products and
services.

There is growing international consensus on how to address this fragmentation.
Building on established best practices while raising the bar not only protects children
but also benefits businesses." Clear and consistent rules create a level playing field
that reduces companies’ regulatory burden and enables responsible innovation to
thrive.”

Part 1 of this report discusses common responses that fall short of implementing
children’s rights in the digital world as set out in UNCRC General comment No. 25.

Part 2 expands on each of the 10 Regulatory Principles, providing clear justifications
and practical examples for legislators to implement international best practices in

their jurisdictions. The Annex provides an overview of existing frameworks that inform
this blueprint.
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Fundamental Principles for the systemic

protection of children

This blueprint reviews and builds on best practices that have emerged at the global,
regional, and national levels to provide governments, policymakers, and regulators
with a comprehensive framework for implementing children’s rights in the digital world.
By identifying common elements of best practice, it sets out 10 mutually reinforcing

regulatory principles:

Explicitly protect children,
as every individual below
the age of 18.

Make children’s best interests
a primary consideration.

Mandate Child Rights Impact
Assessments (CRIAS).

Prohibit practices likely
to contribute to known harms.

Mandate responsible
business conduct.
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Protect children across
all digital spaces they are likely
to access or be impacted by.

&

Requiring age assurance
to provide children with
age-appropriate experiences.

Embed privacy and safety
by design and default.

Ensure published terms are
available, age-appropriate,
and upheld.

10

Establish effective
enforcement mechanisms.
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Introduction

The digital world has transformed childhood, bringing with it incredible new
opportunities but also new risks. As one-third of all internet users globally® and a
significantly greater proportion in Global Majority countries,* children, defined as all
individuals under the age of 18, are often among the earliest adopters of new and
emerging digital technologies.®

The United Nations Convention on the Rights of the Child (UNCRC) - the most
widely ratified human rights treaty in history — has long established obligations to
protect children’s rights. In 2021, the UN Committee on the Rights of the Child’s
General comment No. 25 clarified how children’s rights apply in relation to the digital
environment. Building on developments in data protection, online safety, and most
recently artificial intelligence (Al), there has been growing global momentum to
address the impact of digital technologies on children and ensure their safe and
meaningful participation.”

Yet, despite this progress, children continue to be exposed to preventable and
foreseeable risks as technology advances at speed, largely without due regard for
children, and their rights, safety, or best interests.

Responses that treat online risk solely as a matter of content removal overlook the
root causes of these risks. They ignore how companies’ systemic design choices -
such as algorithmic amplification, engagement-driven business models, and opaque
recommendation systems — prioritize commercial profit, while magnifying harm at
scale.®

Technology is evolving quickly, often outpacing the ability of regulators to respond.
Fortunately, legislators can leverage well-established principles in product safety
and recent progress in privacy, data protection, online safety, and Al governance to
establish foundational safeguards.

To build a digital environment designed with children in mind, this blueprint draws on
international, regional, and national legislation, regulation, and policy across these areas
to provide policymakers with actionable recommendations and practical examples to
fulfil the duties set out in the UNCRC and its accompanying General comment No. 25.
It establishes baseline safeguards to mitigate risks before harm occurs, recognizing
that a minimum bar of safety, privacy, and protection from commercial exploitation
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is foundational for the realization of children’s rights online. The blueprint offers a
comprehensive and replicable approach to build coherent regulatory frameworks that
are systemic, technology-neutral, and future-proof in protecting children by design
and default.”

In 2024, all UN Member States unanimously recommitted in the Global Digital
Compact to ‘[s]ltrengthen legal and policy frameworks to protect the rights of
the child in the digital space’.?° This blueprint is the roadmap to deliver on that
commitment.
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How does the digital world expose children to risks
and harms ?

The digital world exposes children across the world to risks and harms at increasing
pace and scale,” disproportionately affecting children in countries with limited
safeguards and those from marginalized and minoritized communities. ??

These risks are well documented and internationally recognized. The 5Cs typology
of risks has become a cornerstone in global policy discussions,?® being formally
referenced across key international frameworks.?

A child is exposed to A child experiences A child witnesses, A child is exposed

harmful material and/or is targeted . participates in and/or to inappropriate
by potentially : is a victim of potentially commercial contractual
harmful interactions; -  harmful behavior; relationships or
: pressures
[ ]
Cross-cutting

Risks that intersect across
the above four risk categories.”®

Technology is not neutral - it reflects the values, biases, and priorities of those who
design and deploy it. Therefore, these risks are not simply the result of individual
behavior or the actions of bad actors. 5Rights’ research demonstrates how deliberate
design choices that prioritize commercial interest drive children towards risks on
the digital products they rely on for their education, healthcare, entertainment, civic
engagement, and relationships with friends and family.?®
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Common design strategies — including infinite scroll, autoplay, oversized opt-in buttons,
ephemeral content, and constant notifications - encourage users to give up more
of their time and attention to maximize engagement, often at the expense of their
wellbeing.?” This manipulation is pervasive, with 99% of websites and apps using
deceptive design to manipulate users for commercial gain.?®

These design strategies also contribute to impulsive use and decision-making, creating
tensions between social pressures and concerns for children’s safety and privacy.?
They notably do so ‘by removing all intuitive moments to end or finish a task, also
known as “stopping cues” (endless scrolling, flashes of high-relevance content that
are immediately hidden as the newsfeed reloads), autoplay by setting goals for users,
like “streaks”, and playing into loss of self-control’*

Business
objectives

Companies want to
maximize time spent
on their service

Companies want to
maximize reach of
their service

Companies want to
maximize interaction
on their service

Design
strategies

Services are designed
to engage users,
make content more
and more appealing,
and reduce any friction
in consumption

Serivces are designed
to promote and
extend networks and
connections, between
peers and strangers,
children and adults

Services are designed
to encourage content
creation and integrate
metrics for popularity
and validations
to promote interactivity
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Outcomes
for children

Children feel like
they spend too much
time online and find it

hard to stop

Children have
extensive networks
and connections
online: to be offline is
to feel excluded

Children feel
under pressure to get
validation online and
change their behavior

to gainit
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The digital world does not merely fail to cater to children’s needs - it intentionally
predates on their vulnerabilities. While children have the right to not be commercially
exploited,® tech companies continue to aggressively target them as a lucrative user
group.®? For example, Meta reportedly considers 8 to 12-year-olds a ‘valuable but
untapped audience’,* while Google is expanding its presence in schools to create a
‘pipeline of future users’* Additional research reveals that 90% of websites directed to
children embed one or more trackers,* and deceptive design patterns are significantly
more prevalent on digital products and services aimed at children than on those
intended for the general population.®

Whistleblower testimony confirms the deliberate nature of tech companies’ prioritization
of their own interests. Frances Haugen revealed that Meta systemically ignored its
own internal data demonstrating Instagram exacerbates body image problems for 1
in 3 teen girls.*” Similarly, internal documents reveal that TikTok intentionally targets
users under 13 as a ‘critical demographic’, despite its own research showing users only
need 35 minutes on the app to form a habit that ‘correlates with a slew of negative
mental health effects’*®

These examples demonstrate that many online harms are preventable, not inevitable. A
product safety approach — long established in other industries — requires anticipating
harm rather than reacting to it and building in baseline safeguards. This makes safety
and privacy the default and holds those who design, develop, and deploy technology
accountable for anticipating, identifying, and mitigating risks before products reach
children. This blueprint equips policymakers and regulators with the tools to implement
this approach.
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Methodology

This blueprint is based on a mapping and legal analysis of over 50 global, regional,
and national legislation, regulation, and policy documents across all continents. These
frameworks were analyzed against the principles set out in UNCRC General comment
No. 25 and other established benchmarks to identify replicable best practices to
implementing children’s rights in the digital world.*® The policy recommendations
detailed in Part Il were anchored in the latest thinking from international organizations,
civil society organizations, and academia through a review of the relevant literature.

The Annex to this report provides an overview of leading frameworks from around
the world reviewed for this report. Spanning continents and covering tech policy from
child online safety and data protection to Al governance, these frameworks reflect
how leaders worldwide are rising to the challenge of embedding children’s rights and
safety in the digital age.
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PART 1

Incomplete
approaches

Despite the increasing attention reflected in the analyzed documents, our review shows
that international efforts have often been fragmented. Interventions have focused
on the most salient harms or adopted reactive content-based approaches: relying on
notice-and-takedown, proactive detection, and mandatory reporting of harmful and
illegal content. While such measures remain necessary and can contribute to a safe
and rights-respecting digital world for children when applied within a comprehensive
and upstream approach, they are insufficient to create a digital world designed with
children’s rights, needs, and safety at its core.

This section highlights the shortcomings of responses that push superficial
technological fixes or focus on symptoms rather than root causes. Often promoted by
technology companies to shift responsibility away from themselves, these ultimately
fail to ensure accountability for how digital products and services are designed,
developed, and deployed.*

Instead, this section emphasizes the urgent need for comprehensive and systemic
solutions to address the multifaceted risks the digital world poses to children,
as outlined in Part Il. A proactive and upstream approach holds tech companies
accountable for embedding children’s rights, safety, and privacy in the design of
digital products and services.

An international best practices blueprint 17 Incomplete approaches



1. Limited scope

‘Many [safety] changes are inconsistent across platforms, and some can be easily
bypassed. True digital safety should not rely on individual settings but
be embedded as a core principle in every platform.

GUSTAVO, 17, NICARAGUA*

Legislative frameworks that are narrow in scope offer a limited and fragile response
to the risks children face online. By applying only to certain categories of services -
often social media - or targeting only the largest platforms, such approaches create
significant regulatory gaps.

This fragmented scope creates a false impression of safety. Harmful practices persist
or migrate to less regulated spaces, while companies structure or rebrand services to
avoid obligations altogether. Focusing solely on scale or category fails to reflect the
interconnected nature of the digital environment and undermines the principle that
children’s rights should be respected consistently, regardless of the size, function,
or business model of the service they use.

Indeed, risks to children are not exclusive to social media: they are present across
all digital products and services, including those claiming to support children’s
education.”? Research shows that EdTech systematically harvests children’s data
to feed commercially exploitative business models*® and create a ‘pipeline of future
users’.** Similar dynamics are present in Al systems, video games (often excluded
from enforceable regulatory frameworks),*> Internet of Things devices, and other new
and emerging technologies.

Crucially, whether children should be safe and have their rights respected does not
depend on a company’s size, market share, or user base. Due diligence and risk
mitigation requirements should therefore apply to all digital products and services
likely to be accessed by or impact children - not only those with a significant number
of child users.*®
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Content-focused responses

‘| think one thing that can feel unsafe online is when platforms recommend
extreme or harmful content just because of what you clicked before. It can easily
lead young people into stuff they didn’t want to see’

PARMENAS, 23, KENYA

Children have the right to be safe online. Yet tech companies systematically violate
their rights by designing products and services that expose them to vast amounts
of harmful and illegal content, from extreme violence and self-harm to eating
disorders and substance abuse. Depending on where they live, up to 3 in 4 children
have encountered harmful content online,*” and such occurrences are increasingly
frequent.*® This exposure is not accidental. It is the direct result of deliberate and
systemic design choices embedded within platform architecture.*®

Tech companies intentionally design digital products and services to optimize
engagement metrics, including time spent, reach, and activity at the expense of
children’s rights and wellbeing.** Recommender systems and ranking algorithms are
structurally calibrated to prioritize content that provokes strong emotional responses,
routinely amplifying negative, sensational, or extreme material by design.®' As a result,
children are recommended harmful content within hours.>? Notably, 5Rights research
demonstrates that children can go from a simple search for ‘slime’ to porn in a single
click, or from trampolining to pro-anorexia in just 3 clicks.®

Beyond algorithmic amplification, tech companies optimize recommender systems to
promote emotionally provocative content and exploit social pressures to encourage
message sharing,® further accelerating the spread of harmful or illegal content,
misinformation, and disinformation. Tech companies have knowingly suppressed
efforts to address polarization,® as they are commercially incentivized to promote
false information — which spreads faster and further and generates more profit than
accurate content.*

In response, legislative efforts frequently concentrate on the identification and removal
of illegal or harmful content®” — an approach that is currently more globally coordinated
than system-level interventions.®® While necessary, content removal approaches are
inherently narrow in scope. They manage visible symptoms rather than the underlying
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design choices,” failing to address the cumulative harm of such content, the broader
range of online risks and the flawed architecture and design of digital services.®°®

The rapid deployment of artificial intelligence systems further exacerbates this
dynamic at scale. Al significantly increase the ease of generating large volumes of
content, often through systems without built-in mitigation mechanisms. As a result,
the detection and removal of illegal and harmful content becomes increasingly
complex and resource-intensive.?? At the same time, these design gaps enable the
large-scale creation of persuasive disinformation and illegal or harmful content that
can be indistinguishable from human-generated content®®at unprecedented scale,
speed, and minimal cost.

Under international law, businesses have a clear responsibility to prevent their digital
products and services from causing or contributing to children’s rights violations.®®
Content-focused policies and regulations should therefore be strengthened to require
companies to assess and address risks arising from the design, functionalities, and
business model of their services to be age-appropriate and rights-respecting by
design and default.® In so doing, tech companies must be required to address the
full range of online risks, as per the 5Cs classification®” rather than relying on reactive
content moderation alone.
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2. Consent

‘ think that many times the companies make those consents very confusing. That’s
why many people just accept them, because they don’t want to read a 7 pages long
document!

SARA, 15, SLOVENIA

Tech companies have transformed children’s privacy into a tick-box exercise. Despite
deliberately embedding risky features in the design of digital products and services,
producing terms and conditions that would take around 17 hours to read,®® and
designing deliberately complex settings tech companies routinely shift the burden onto
children and their families, expecting them to ‘consent’ to the collection, processing,
profiling, and monetization of their personal data. These practices are inherently
unfair, exploit power imbalances, and obscure the real consequences of data use.®®

Genuine consent must be informed — with information presented in an age-appropriate
manner according to children’s evolving capacities - freely given, and obtained up-
stream, not assumed or buried in dense legal text.” Yet, consent in its current
form is not fit for purpose in the digital age. The assumption that children can
meaningfully consent does not reflect the scale, opacity, or complexity of today’s digital
environment.” It places an unrealistic burden on children to navigate deliberately
opaque technical information,”? despite often lacking the developmental capacity to
assess risks or understand long-term consequences,” and does not incentivize tech
companies to improve their data practices.

Consent is particularly rarely informed or freely given when access to education, social
life, or entertainment is conditional on agreeing to invasive and manipulative practices.
This particularly impacts children from less privileged socio-economic backgrounds
who often rely on free versions of digital products and services, which are generally
more data invasive.”

Tech companies also exploit the social pressures children feel to fit in with their peers,
making refusal feel impossible.” Research with children confirms that they cannot

meaningfully engage with their privacy rights in a digital environment optimized for
opacity and commercial exploitation. Rather than being informed by an understanding
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of consequence, their choices are shaped by social pressures, platform incentives,’
and the feeling that they must consent to participate.”’

Finally, relying on parents to consent on behalf of their children is similarly inadequate,
as demonstrated by the failure to meaningfully implement the Children’s Online Privacy
Protection Act (COPPA) in the United States. Published terms frequently exceed
the average adult’s capacity’® and do not provide certain key information up-front,”
precluding them from providing informed and meaningful consent. Shifting this
responsibility onto parents also undermines children’s agency,?° and creates a tension
between parents’ desire to protect their children and allowing them to participate.®’
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3. Digital literacy

‘We can’t expect a seven-year-old to outwit a system designed by a thousand PhDs
to be addictive!

NOEL ARMANDO, 19, PANAMA

Tech companies frequently promote education and digital literacy programs as an
attempt to shift responsibility for children’s online safety onto children, their families,
and education systems.®?

While States should support children’s understanding of the digital world, including
awareness of the commercial exploitation inherent to most digital products and
services,® education alone fails to address systemic risks. It places an unfair burden
on parents and educators and diverts attention from the core responsibility of tech
companies to design products and services that respect children’s rights, safety, and
privacy by design and default.®

In addition, relying on digital literacy programs places the financial burden on States -
and thereby taxpayers - to develop and deliver these initiatives, while tech companies
continue profiting from products and services they deliberately design to be risky.2®
It is entirely unrealistic to expect children to safely navigate an environment built

to prey on their vulnerabilities. Digital literacy, while needed, does not and cannot
replace product safety.
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4. Safety tools

‘Platforms carry the heavier responsibility. They’re engineered to hijack attention;
blaming individuals alone is unfair.

MUEEZ, 16, PAKISTAN

Another way tech companies frequently seek to outsource their responsibilities is by
expecting parents and children to navigate and mitigate the very risks intentionally
designed into digital products and services.?® Instead of mitigating these risks,
companies offer so-called safety tools, frequently marketed as empowerment features
that give users control over their digital experiences. However, the promise of agency
- including opting-out of risky features®” - remains illusory as long as tech companies
deliberately design and deploy risky digital products and services that expose children
to harm.

Tools such as blocking, muting, disabling comments, and screen time prompts can
support children’s safety as part of a wider set of mitigation measures. However,
these alone do not reflect a comprehensive and holistic by-design approach, and
policymakers increasingly recognize that these tools, while useful, are insufficient.®®
Instead, they respond to harm after it has occurred and place the burden solely on
children and their parents.

Additionally, research shows that these tools typically restrict the ability to make
meaningful changes beyond binary access decisions® and are rarely efficient.*° For
example, a systematic review of Instagram’s teen safety features found that two-thirds
are either substantially ineffective or nonexistent.”

Parental controls

Academic research shows that parental controls have low adoption and efficacy rates
because tech companies fail to account for parents’ and children’s expectations.®? Yet
companies continue to overpromote parental controls as a solution, despite evidence
they can pose risks to children’s rights, safety, privacy, and autonomy when relied
upon as a primary safeguard.®®
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Research directly supported by tech companies concludes that ‘the low adoption rate
[of parental controls] could indicate that parents are overwhelmed and struggle to
adopt such a wide array of tools, let alone use them effectively’®* Parents themselves
report not using parental controls because they ‘don’t always work as promised, offer
little context about how settings affect gameplay and force binary choices that don’t
align with household rules or with children’s maturity levels’?

When in use, parental controls rarely improve children’s digital experiences and can
even cause harm. Parents of children who died by suicide as a result of social media
were monitoring their children’s activities and setting time limits but reported that
these measures were often detrimental.®® Parental controls can also provide a false
sense of security, undermine children’s autonomy, and prevent children from accessing
age-appropriate experiences - particularly in relation to identity formation.”’

Finally, parental controls are particularly ineffective on devices and accounts shared
between adults and children. Because this practice is particularly prevalent in less
privileged and marginalized groups, relying on parental controls to protect children
in the digital world disproportionately affects already vulnerable children.

If used, parental controls should be age-appropriate, support children’s agency,”® and
respect children’s rights, evolving capacities, and best interests.”® Whenever parental

controls are in use, children should receive warnings in language they can understand,
without manipulative nudges that encourage them to weaken the settings.
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5. Access Restrictions

‘Talking to a lot of my peers, many of them dislike the idea [of access restrictions]
because they feel restricted. They'd rather prefer those social media platforms to
be changed and regulated in a way that keeps them safe instead of them being
blocked out’

NIDHI, 16, INDIA

To address tech companies’ failure to design with children in mind, legislators across
the world are increasingly considering measures to prevent children under a certain
age from accessing certain categories of digital products and services - often focusing
on social media.'®®

Besides the significant challenges in implementing and enforcing such measures,
general access restrictions fail to address tech companies’ harmful business models
and practices, nor do they create better or safer spaces for children. Instead, these
approaches may disincentivize tech companies — both those within and beyond the
restriction’s scope - from providing age-appropriate and rights-respecting digital
experiences for children.”!

Importantly, restricting children’s access to certain services on the basis of age is
distinct from ensuring that age-dependent protections or obligations embedded in
existing laws, regulations, and companies’ terms of service are effectively implemented
and enforced. As highlighted by the OECD, such measures are often unclear or
inconsistent in their application and are frequently poorly implemented and enforced
in practice, undermining effective protection for children in the digital world®

As further emphasized in Principle 2 in this blueprint, it is entirely insufficient for tech
companies to claim in app stores or published terms that users must be above a given
age without meaningfully implementing this restriction. The United States’ COPPA
illustrates this problem. It sets the age of 13 as the threshold for requiring parental
consent for children’s data collection - a cutoff based on political negotiation rather
than psychological evidence™ that fails to recognize the rights, developmental needs,
and vulnerabilities of older children.
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Poor implementation and enforcement of COPPA and similar laws have allowed tech
companies to evade their responsibilities through ineffective disclaimers in the product
or terms of use stating the product or service is not intended for users below a certain
age.® No matter their stated intentions, companies must be held accountable for
the privacy and safety of the children using or impacted by their digital products
and services.

Beyond implementation and enforcement challenges, blocking children’s access to
certain digital products and services without ensuring rights-respecting alternatives
risks limiting the fulfillment of their rights to information and participation.”®® As the
digital environment takes an increasingly central position in children’s lives, accessing
safe and age-appropriate digital technologies is crucial to realizing the full breadth
of children’s rights.'°®

States must ensure children have safe and meaningful access to the digital world."”’
However, tech companies have made the fulfilment of this right dependent on the
commercial surveillance and exploitation of children, eroding their privacy, safety,
critical thinking, and agency.®® In implementing the regulatory Principles outlined
in this blueprint, legislators should ensure their efforts promote the full range of
children’s rights, including to participation and non-discrimination.'®®

Targeted access restrictions can be a crucial component of age-appropriate design.
Tech companies are responsible for ensuring all digital products, services, and features
accessible to under 18s respect children’s rights and are safe by design and default.
Therefore, age-appropriate access restrictions can be implemented through evolving
default settings, with features and functionalities only becoming available to children
once they reach a given age.

To this end, digital products and services within a restriction’s scope are typically
expected to deploy age assurance measures to prevent underage users from gaining
access. Principle 4 outlines the role of age assurance in providing children with age-
appropriate experiences.
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6. Transparency

‘Nowadays, it is hard to protect ourselves in the digital world, and even harder

to navigate it for children. In such times, those responsible for creating safe digital
spaces must understand that these spaces should be created by respecting
children’

MARIAM, 15, ARMENIA

As highlighted in Principle 8, transparency is a foundational element for holding
tech companies accountable and scrutinizing their practices and compliance. Yet in
practice, companies limit or manipulate transparency by presenting information in
an opaque manner, including through underreporting or overreporting.™

Furthermore, transparency can be weaponized to shift responsibility onto children
and their caregivers.

Transparency can support children’s protection by informing decisions about
engagement with the digital world. For example, product placements and influencer
marketing should be clearly identifiable. Similarly, the use, purpose, and potential
impact of Al systems should be understandable by children.? However, tech companies
should not be allowed to continue embedding risky and manipulative practices into
the design of their products and services simply because they are being transparent
about it.

Transparency alone is insufficient. To meaningfully hold tech companies accountable

for respecting children’s rights, transparency must be accompanied by enforceable
obligations, independent oversight, and effective enforcement mechanisms.
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PART 2
Fundamental
Principles for the

systemic protection
of children in
the digital world

This blueprint is grounded in General comment No. 25 to the UNCRC and builds on
global, regional, and national developments - including those outlined in the Annex.

Taken together, these best practices suggest a set of interdependent Principles
for establishing a baseline of protection for children in the digital world. These
foundational measures should be reflected in all legislative and regulatory efforts,
creating a framework for responsible innovation that builds the digital environment
children deserve.

These tech-neutral and end-to-end Principles provide policymakers, regulators, and

civil society with the tools to comprehensively protect children and their best interests
in the digital world, from setting policy frameworks to strengthening enforcement.
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REGULATORY PRINCIPLE 1

Explicitly protect children,
as every individual below
the age of 18.

‘| believe the most important thing that policymakers can do is remember
that we are children. We're not adults yet!’

SKYE, NIGERIA & USA, 14

The digital world was built on the assumption that all its users would be treated as
equals.™ However, this one-size-fits-all approach systematically fails to account for
children’s distinct needs, vulnerabilities, and rights.

The UNCRC enshrines distinct rights for every individual below the age of 18 It is
essential to reflect this definition of children in all digital and tech legislation as it
guarantees recognition of children’s long-established rights.

Practical Examples

United Nations, Convention on the Rights of the Child, (1989): ‘a child means
every human being below the age of eighteen years unless under the law
applicable to the child, majority is attained earlier’ (art. 1.

Organisation for Economic Co-operation and Development (OECD),
Recommendation of the Council on Children in the Digital Environment,
(2021 ‘Children’ refers to every individual below the age of eighteen years’
aAdin.

African Union, Child Online Safety and Empowerment Policy, (2024), ‘Child:
Any person under the age of 18, as per the United Nations Convention on
the Rights of the Child’ (p. 2).
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Rwanda, Child Online Protection Policy, (2019): ‘Under Article 1 of the UN
Convention on the Rights of the Child, children are generally recognized as
persons under the age of 18; in Rwandan law (N°54/2011 OF 14/12/2011), a
child is any person under the age of eighteen (18) years old’ (p. 3).

Recognizing children’s diversity and evolving capacities

While the definition of children as all individuals under the age of 18 is a cornerstone
of children’s rights, it is important to recognize that children are not a homogenous
group. Significant disparities exist both between and within different jurisdictions.

Children in developing countries run considerably higher risks of harms and lower
levels of participation in the digital world than their peers living in developed
countries. Within jurisdictions, certain children experience a higher level of risk
due to intersecting vulnerabilities, including a child’s or their parents’ race, gender,
religion, political opinion, national, ethnic or social origin, or disability status."

Significant differences also exist between children at various stages of development."”’
General comment No. 20 to the UNCRC clarifies that ‘the implementation of rights
should take account of children’s development and their evolving capacities’™®
without compromising their status as rightsholders under the UNCRC. The principle
of children’s evolving capacities can be summarized as the duty to empower children’s
agency as soon as possible, while protecting them as long as possible.™

Recognizing these evolving capacities,” certain jurisdictions distinguish between
children and adolescents in their domestic legislation, ensuring both groups are
considered as rightsholders under the UNCRC.

Practical Examples

Brazil, Sanctioning administrative procedure against TikTok, (2024): ‘a child
[is] a person up to twelve years of age, and an adolescent [is] a person
between twelve and eighteen years of age’ (para. 9.5).

Mexico, Code of good practices to guide the online processing of Personal
Data of children and adolescents, (2020): ‘Girl or boy: Any human being
under twelve years of age. (p. 63); ‘Adolescent: A person between the ages
of twelve and under eighteen’ (p. 62).
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REGULATORY PRINCIPLE 2

Children must be
protected across all digital
spaces they are likely to
access or be impacted by.

‘| feel like Al is like Pandora’s box because it is sent out to the world.
It's never going to be fully restrained and compacted.

HAYDN, 20, UK

Children’s rights are inalienable, unconditional, and apply wherever children are.””

In the digital world, all products and services likely to be accessed by or to impact
children must therefore be safe, privacy-preserving, and respect children’s rights by
design and default.

Tech companies should not interpret this obligation narrowly as applying only to
products directed at children or products whose terms and conditions do not exclude
them. Rather, they should assess whether children are likely to access their products
and services by considering diverse factors.'*?

Moreover, legislation should also apply to digital products and services that are likely
to affect children indirectly.” This is notably the case when Al systems are trained
on children’s data, shape children’s experiences, and generate outcomes or influence
decisions likely to impact children.® Similarly, Internet of Things devices routinely
collect and process information about unsuspecting bystanders with no relationship
to the provider.®

Children should be recognized and protected as the digital environment and

technologies continue to evolve. Therefore, legislation should be technology-neutral
and future-proof.
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Practical Examples

African Union, Child Online Safety and Empowerment Policy, (2024):
‘The Policy will provide a strong framework for the implementation of
children’s existing rights in the digital environment, including by the private
sector and other stakeholders making products or offering services likely
to be accessed by children’ (p. 5).

Philippines, Guidelines on Child-Oriented Transparency (2024):
‘This Advisory applies to all PICs and PIPs engaged in the processing of
children’s personal data, whether in a digital or physical environment. It
covers products or services specifically intended for children or likely to
be accessed by children’ (Section 1).

Indonesia, Government Regulation on the Governance of Electronic System

Operations for Child Protection, (2025): ‘Products, Services, and Features...

include:

A. Products, Services, and Features that are specifically designed for use
or access by Children; or

B. Products, Services, and Features that are likely be used or accessed
by Children’ (article 4(1).

If, however, technology companies refuse or are unable to provide a safe, privacy-
preserving, and age-appropriate digital product or service to children, they must
ensure that children cannot access it. As further expanded in Principle 4, such limits on
children’s activities should be lawful, rights-respecting, proportionate, and necessary.?
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REGULATORY PRINCIPLE 3

Children’s best interests
must be a primary
consideration.

‘To the tech industry, | ask: Are you building platforms for young people,
or just using them?’

GINIKACHUKWU, 17, NIGERIA

Research reveals that children’s rights, safety, and privacy are systematically
jeopardized as technology companies prioritize profit over children’s best interests,
with designers pressured to create products that commodify children’s attention.”’
Tech companies’ own research frequently demonstrates the impact of risky design,?®
yet in the absence of legal frameworks demanding accountability, they continue to
prioritize commercial interests over children’s rights and wellbeing.

As set out in the UNCRC and clarified in its accompanying General comments Nos.
14, 16, and 25, children’s best interests must be taken into account as a primary
consideration in all decisions affecting them, including in the design, development,
and deployment of digital products and services likely to be accessed by children.®

Prioritizing the best interests of the child requires comprehensive consideration
grounded in children’s rights. Companies cannot selectively interpret or cherry-pick
rights.*® Whenever commercial objectives conflict with children’s rights, companies
have a duty to respect, protect, and fulfill these rights over commercial interests.™

Determining children’s best interests requires accounting for their evolving capacities
and specific characteristics, as clarified in General comment No. 20 to the UNCRC.”?
Academic research and regulatory guidance outline generalized age groups,
recognizing that child development is neither linear nor homogenous Importantly,
older children are not necessarily less vulnerable as they typically experience reduced
parental supervision and increased risk-taking behaviors.*
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Practical Examples

United Nations, General comment No. 25 on children’s rights in relation
to the digital environment, (2021): ‘States parties should ensure that, in all
actions regarding the provision, regulation, design, management and use
of the digital environment, the best interests of every child is a primary
consideration’ (para. 12).

Organisation for Economic Co-operation and Development (OECD),
Recommendation of the Council on Children in the Digital Environment
(2021): ‘Actors, in all activities concerning children’s participation in, or
engagement with, the digital environment, should [...] Uphold the child’s
best interests as a primary consideration’ (II(1)).

Canada, Resolution of the Federal, Provincial and Territorial Privacy
Commissioners and Ombuds with Responsibility for Privacy Oversight -
Putting best interests of young people at the forefront of privacy and access
to personal information, (2023): ‘[T]he concept of the best interests of
the child [...] implies that young people’s well-being and rights be primary
considerations in decisions or actions concerning them directly or indirectly’.

Indonesia, Government Regulation on the Governance of Electronic System
Operations for Child Protection, (2025): ““Best interest of Children” means
in all phases of development up to the phase of operation of Products,
Services, and Features, Electronic System Operators must prioritize the
fulfilment of Children’s rights and Child protection as referred to in the
laws and regulations’.

Australia, Basic Online Safety Expectations, (2022): ‘The provider of the
service will take reasonable steps to ensure that the best interests of the
child are a primary consideration in the design and operation of any service
that is likely to be accessed by children’ (para. 6 (2a)).
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Best interests determination

Consideration of children’s best interests is essential when resolving potential tensions
between different rights. In such cases, a best interests determination must be
conducted to determine which rights take precedence. These are the obligations of

States and cannot be delegated to technology companies.*®

While crucial to this determination, children’s views do not automatically represent their
best interests.®® For example, children in Brazil report feeling resigned to privacy risks
they perceive as ubiquitous,® which may contribute to their increasing willingness to
share data for digital rewards - such as progressing to further levels in online games®
Children’s views must be duly considered, but States may ultimately decide not to
follow them if doing so would jeopardize children’s best interests.”*®

Practical Examples

Association of Southeast Asian Nations (ASEAN), Guidelines for
Harmonised and Comprehensive National Legislation Against All Forms
of Online Child Sexual Exploitation and Abuse, (2023): ‘“They will follow
the principle of proportionality in resolving conflicts between conflicting
children’s rights or children’s rights and human rights more broadly,
while applying the principle of the best interests of children as a primary
consideration’ (p. 4).

African Union, Child Online Safety and Empowerment Policy (2024):
‘Member States are encouraged to ensure that, in all actions regarding
the provision, regulation, design, management and use of the digital
environment, the best interests of every child is a primary consideration.
In considering the best interests of the child, all children’s rights must be
regarded, including their rights to seek, receive and impart information,
to be protected from harm and to have their views given due weight, and
ensure transparency in the assessment of the best interests of the child
and the criteria that have been applied’ (Guiding Principle 1a).
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REGULATORY PRINCIPLE 4

Age assurance should be
used to provide children
with age-appropriate
digital experiences.

‘[A perfect digital world] would provide access to high-quality, age-appropriate
content that fosters learning, creativity, and social connections while ensuring
privacy and protection from harmful influences.

ANDREI, 19, ROMANIA

Tech companies have long claimed they could not identify their users’ age!*° Yet they
deploy sophisticated mechanisms to estimate users’ ages for targeted advertising or
personalized content,' while often failing to implement similar measures to provide
children with age-appropriate experiences.?

Age assurance — an umbrella term for both age verification and age estimation solutions -
allows tech companies to recognize the presence of children and to act accordingly.
Far from a silver bullet, age assurance must be understood as a potential mitigation
measure within a child rights approach to the digital environment.*

Any age assurance method must be lawful, rights-respecting, risk-based, and
proportionate.** This entails that age assurance should only be implemented when
necessary to protect children’s rights, and that the selected age assurance mechanism
must be appropriate to the level and the nature of the risks children may face.

When a service is appropriate for all users — including children - there should be
no requirement to establish users’ ages. However, when services or functionalities
present risk to children, companies should implement age assurance mechanisms
commensurate with those risks. In practice, this may require the implementation of
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a layered approach for specific features that are likely to expose children to risk rather
than across entire services."®

Such age assurance measures must support children’s rights and preserve children’s
privacy by design and default,*® minimizing data collection to what is strictly necessary

to establish a user’s age or age range and using it only for this purpose.”’

Guidance on age assurance

Age assurance and verification methods vary in their levels of effective-
ness and accuracy. International best practices for rights-respecting,
privacy-preserving, and proportionate age assurance are outlined in
5Rights’ But how do they know it is a child?"® and enshrined in the IEEE
2089.1-2024 Standard for Online Age Verification:**°

. Protect the privacy of users in accordance with applicable laws,
including data protection laws and obligations, in particular the
principle that the minimum amount of data necessary is collected.

. Be proportionate to the risks arising from the product or service
and to the purpose of the age assurance system.

. Offer functionality appropriate to the capacity and age of a child
who might use the service.

. Be secure and prevent unauthorized disclosure or security
breaches.

. Not use data gathered for the purposes of the age assurance
system for any other purpose.

. Provide appropriate mechanisms and remedies for users to
challenge or change decisions if their age is wrongly identified.

. Be accessible and inclusive to users with protected characteristics.

. Not unduly restrict access of children to services to which they

should reasonably have access, for example, news, health, and
education services.

. Provide sufficient and meaningful information for a user to
understand its operation, in a format and language that they can
be reasonably expected to understand, including if they are a

child.
. Be effective in assuring the actual age or age range of a user as
required.
. Not rely solely on users to provide accurate information.
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Practical Examples

International Age Assurance Working Group, Joint statement on a common
international approach to age assurance, (2024): ‘Where it is inappropriate
or unlawful for children to be accessing a website, providers should focus
on deploying an effective means of age assurance to prevent children from
accessing the site’ (Principle 5).

International Telecommunications Union (ITU), Child Online Protection
Guidelines, (2020): ‘lmplement technology that can identify the age of users
and present them with a version of the application that is age appropriate.
... Where possible, use age verification to limit access to content or material
that, either by law or policy, is intended only for persons above a certain
age. Companies should also recognize the potential for misuse of such
technologies to restrict children and young people’s right to freedom of
expression and access to information or endanger their privacy’ (pp. 32-33).

Organisation for Economic Co-operation and Development (OECD),
Towards digital safety by design for children, (2024): ‘Age assurance
should not be used only to bar children from adult services, but as far
as possible should be used to deliver age-appropriate experiences. Age
assurance mechanisms should be equitable, inclusive and reflect risk. Laws
and regulations that require age assurance should be tech neutral, leave
room for innovation, and not be overly prescriptive. Solutions should be
principles-based, for example focusing on accuracy, usability, privacy and
proportionality’ (p. 31).

Brazil, Digital Statute of the Child and Adolescent (ECA Digital), (2025):
‘Providers of information technology products or services aimed at children
and adolescents, or likely to be accessed by them, must adopt mechanisms
to provide age-appropriate experiences ... while respecting progressive
autonomy and the diversity of Brazilian socioeconomic contexts’ (art. 10).
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REGULATORY PRINCIPLE 5

Child Rights Impact
Assessments (CRIAs)
must be mandated.

‘[in a perfect digital world], all digital services consider the presence of child users.
They also have appropriate designs for them by default’

ALIASKAR, 18, KAZAKHSTAN

Unlike in other industries — from aviation to food safety — tech companies often address
risks to children reactively, rather than anticipating and preventing them through
rights-respecting design. This reactive approach exposes children to preventable risks
and harms, exploitative practices, and addictive design features because companies
fail to demonstrate their products and services are safe, effective, and reliable before
they reach the market.

This requires a systematic risk assessment: a proactive process to anticipate the
potential impact of design choices, evaluate them against the rights and best interests
of the child, and take necessary measures to prevent harms before they occur in the
first place.

The international framework is clear. Under the UN Guiding Principles on Business
and Human Rights™® and the UNCRC, companies have a responsibility to conduct
Child Rights Impact Assessments (CRIAs) and identify, prevent, and mitigate risks
to children’s rights upstream.” General comment No. 16 to the UNCRC outlines
fundamental principles for conducting CRIAs,"*? while UNICEF’s D-CRIA toolbox
provides guidance for tech companies to conduct these assessments.™

CRIAs enable tech companies to evaluate the entire user journey and identify how
their business models, features, functionalities, and algorithms might support or harm
children’s rights, safety, privacy, and wellbeing.** Companies must conduct CRIAs
before deploying products and services, whenever they design new features, and at
regular intervals. These assessments must consider how children of varying ages
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and vulnerabilities effectively or likely interact with the service and identify risks -
whether from individual features or combinations thereof, intentional or not™® - with
mitigations integrated within the design and development process from the outset.”®®

Beyond child protection, tech companies have clear commercial incentives to undertake
CRIAs. By enabling preventative action to mitigate harms, they reduce costs and
reputational damage that arise when risks are addressed ex post.®” CRIAs also help
identify design and default improvements, as well as positive features or functionalities
that can enhance children’s rights. When released publicly, these assessments also
contribute to consumer and investor trust by fostering transparency and accountability.

CRIAs can be subdivided into narrower exercises, where appropriate. For example,
Data Protection Impact Assessments (DPIAs) are mandated by the Brazilian General
Data Protection Law, the EU’s General Data Protection Regulation, the India Digital
Personal Data Protection Act, and the UK’s Age Appropriate Design Code.

Finally, tech companies should conduct impact assessments when retiring digital
products and services, including Al systems.™ These evaluations should notably
address how children’s personal information will be destroyed, how loss of access will
impact children, as well as the repercussions on other digital products and services
children rely on.”®®

Practical Examples

United Nations, General comment No. 25 on children’s rights in relation to
the digital environment, (2021): ‘States parties should require the business
sector to undertake child rights due diligence, in particular to carry out child
rights impact assessments and disclose them to the public, with special
consideration given to the differentiated and, at times, severe impacts of
the digital environment on children’ (para. 38).

UNICEF, Guidance on Al and children, (2025): ‘State parties should require
companies to undertake child rights due diligence, particularly child rights
impact assessments, which should then be disclosed to the public. ... This
would ensure business stakeholders carry out impact assessments and are
barred from arguing a plausible assertion of ignorance of threats’ (p. 15).
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Brazil, Digital Statute of the Child and Adolescent (ECA Digital), (2025):
‘In cases of processing data of children and adolescents, ... the controller ...
must ... prepare an impact, monitoring, and evaluation report on personal
data protection’ (art. 16).

European Union, Guidelines on measures to ensure a high level of privacy,
safety and security for minors online, (2025): ‘Where a provider of an online
platform accessible to minors is deciding how to ensure a high level of
safety, privacy and security to minors on its platform, and determining the
appropriate and proportionate measures for that purpose, the Commission
considers that that provider should, at a minimum, identify and take into
account:

A. How likely it is that minors will access its service ...

B. The actual or potential impact on the privacy, safety and security of
minors that the online platform may pose or give rise to ...

C. The measures that the provider is already taking to prevent and mitigate
these risks.

D. Any additional measures that are identified in the review as appropriate
and proportionate to ensure a high level of privacy, safety and security
for minors on their service.

G. The potential positive and negative effects on children’s or other users’
rights of any measure that the provider currently has in place and any
additional measures’ (para. 18).

European Union, General Data Protection Regulation (GDPR), (2016): ‘Where
a type of processing in particular using new technologies, and taking into
account the nature, scope, context and purposes of the processing, is likely
to result in a high risk to the rights and freedoms of natural persons, the
controller shall, prior to the processing, carry out an assessment of the
impact of the envisaged processing operations on the protection of personal
data’ (art. 35).
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REGULATORY PRINCIPLE 6

Privacy and safety
must be embedded by
design and default.

‘A safer, fairer digital world requires systemic change. Platforms must embed safety
and privacy into their design [and] Governments must set clear standards that
uphold children’s rights.

GINA, 17, EGYPT

Digital products and services are frequently designed in ways that exploit children’s
developmental vulnerabilities, prioritizing profit and engagement over children’s rights,
dignity, and wellbeing. These harms are not accidental. They are the foreseeable
outcome of tech companies’ deliberate design choices.®

Tech companies’ extractive business models rely on the systematic harvesting of
children’s data on a massive scale - collecting far more personal data from children
than is necessary to provide their services or that is in children’s best interests.”
To facilitate this commercial exploitation, companies configure default setting not
to provide children with a high level of privacy and safety but to collect as much
of their personal data as possible. With over 95% of users keeping default settings
unchanged,®®tech companies are amassing children’s personal data on a scale and
level of detail that users seldom realize. Alarmingly, by the time a child is 13, over 72
million pieces of personal data will have been captured about them.'®

This data is then systematically shared with third parties which profile children for
purely commercial purposes. Personal data is 42% more likely to be shared with
advertisers on apps intended for children,®* resulting in 79% of the 1000 most popular
apps likely to be used by children collecting and sending their personal information
to advertisers.'®
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Privacy- and safety-by-design approaches, widely recognized internationally
since 2010,® hold tech companies accountable for these choices. These systemic
approaches require them to address risks proactively and embed privacy in design
and default settings,” just as other industries design with children in mind, ensure

rigorous safety standards, and remove unsafe products from the market.™®

Privacy and safety must be the default outcome of product design, with risks to
children’s rights identified and addressed before harm occurs.

Accordingly, States must take legislative measures to ensure tech companies set
children’s data protection, privacy, and safety settings to the most protective level by
default. If modified, these settings should revert to the most protective level at the
end of each session. Companies must assess the features and systems of all digital
products and services likely to be accessed by or to impact children, with any design
elements that pose risk — individually or in combination — redesigned, disabled, or
rendered inaccessible to children. The burden rests with companies to demonstrate
effective risk assessment and mitigation.

Embedding high privacy and safety by default realizes children’s rights to protection
from harm and from commercial exploitation. It provides a robust baseline of
protection, alleviates the challenges of obtaining and managing informed consent,
and ensures children enter the digital world through a more protective starting point,
while preserving their agency.

When built with children’s best interests as a primary consideration, the design of
digital products and services directs children away from risks, and towards educational,
empowering, and enriching experiences.

Practical Examples

>SAFETY BY DESICGN

United Nations, General comment No. 25 on children’s rights in relation
to the digital environment, (2021): ‘Leisure time spent in the digital
environment may expose children to risks of harm, for example, through
opaque or misleading advertising or highly persuasive or gambling-like
design features. By introducing or using data protection, privacy-by-design
and safety-by-design approaches and other regulatory measures, States
parties should ensure that businesses do not target children using those
or other techniques designed to prioritize commercial interests over those
of the child. (para. 110).
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European Union, Guidelines on measures to ensure a high level of privacy,
safety and security for minors online, (2025): ‘providers of online platforms
accessible to minors should: a. Ensure that privacy, safety and security
by design principles are consistently applied to all account settings for
minors. b. Set accounts for minors to the highest level of privacy, safety
and security by default. This includes designing default settings in such a
way as to ensure safe and age-appropriate settings for minors, taking into
account their evolving capacities’ (para. 57).

Australia, Basic Online Safety Expectations, (2022): ‘Providers are expected
to design and implement services that are likely to be accessed by
children in a manner consistent with the objectives underlying Article 3
of the Convention of the Rights of the Child (UNCRC) that “[i]n all actions
concerning children... the best interests of the child shall be the primary
consideration” (p. 30).

Brazil, Digital Statute of the Child and Adolescent (ECA Digital), (2025):
‘Providers are prohibited from designing, modifying, or manipulating
interfaces with the aim or effect of compromising the user’s autonomy,
decision-making, or choice’ (art. 18 §2).

Practical Examples

> PRIVACY BY DESIGN

Association of Southeast Asian Nations (ASEAN), Guidelines for Harmonised
and Comprehensive National Legislation Against All Forms of Online Child
Sexual Exploitation and Abuse, (2023): ‘Furthermore, data collected should
be limited to those necessary for achieving such purposes in preventing
excessive data collection and subsequent violations of children’s right to
privacy’ (p. 35).

African Union, Digital Compact, (2024): ‘Member States and All Stakeholders:
Advocate for and implement the principles of ‘privacy by design and by
default’ in the development and deployment of digital technologies and
services, ensuring that privacy safeguards are an integral part of the
technology development lifecycle’ (Pillar Nine, 2).
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Canada, Resolution of the Federal, Provincial and Territorial Privacy
Commissioners and Ombuds with Responsibility for Privacy Oversight -
Putting best interests of young people at the forefront of privacy and access
to personal information, (2023): ‘Organizations must not [...] incorporate
into products and services manipulative or deceptive design or behavioral
incentives that influence young people to make poor privacy decisions or
to engage in harmful behaviours; encourage young people to provide more
information than what is necessary to use the product or service or to turn
off protective privacy settings’.

Indonesia, Government Regulation on the Governance of Electronic System
Operations for Child Protection, (2025): ‘Electronic System Operators
must configure the settings for Products, Services, and Features that are
specifically designed for use or access by Children or those likely to be used
or accessed by Children at a high privacy level by default [...]. Electronic
System Operators may provide the option to set the privacy level [...]
permanently or temporarily in accordance with Personal Data Protection
Impact Assessment’ (art. 10).
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5Rights Children & Al Design Code criteria for designing
and deploying Al systems with children in mind

Developmentally appropriate
Al systems must account for children’s differing needs and vulnerabilities
at different ages and stages of development, by design and default.

Lawful
Al systems must be compatible with relevant local, regional, national,
and international law, rules, and regulations.

Safe
Al systems must not create or amplify risks to children’s physical, mental
or emotional safety and their wellbeing - including privacy and security
risks.

Fair
Al systems must treat children and their data fairly, creating equitable
and just outcomes.

Reliable

Al systems must function as expected, with performance and outcomes
remaining robust over time, even in unexpected or harsh conditions or
where atypical data is introduced.

Meaningful redress

Al systems must provide clear reporting and complaints mechanisms to
seek actionable and effective recourse and remedy, with priority given
to reports that relate to children.

Transparent

Al systems must offer accessible information to promote understanding
of what the Al system does, accounting for the capacities and needs of
children.
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Accountable

Al companies must establish a chain of human and organizational
responsibility for the lifecycle of an Al product, demonstrating conformity
with the Code.

Rights-respecting

Al systems must uphold children’s rights under the UNCRC and General
comment No. 25, prioritizing their best interests and considering
children’s voices and opinions.

Practical Examples

United Nations Secretary-General’s High-level Advisory Body on Al,
Governing Al for Humanity, (2024): ‘Prevention is better than cure: industry
developers should design their products without addictive personalized
features’ (p. 35).

World Economic Forum (WEF), Artificial Intelligence for Children Toolkit,
(2022): ‘Set the default options to the most secure and least intrusive to
add an additional layer of safety for every user’ (p. 26).

Australia, Basic Online Safety Expectations, (2022): ‘If the service uses or
enables the use of generative artificial intelligence capabilities, the provider
of the service will take reasonable steps to consider end-user safety and
incorporate safety measures in the design, implementation and maintenance
of generative artificial intelligence capabilities on the service’ (p. 41.
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REGULATORY PRINCIPLE 7

Prohibit practices
likely to contribute
to known harms.

‘Your attention is pulled in hundreds of tiny directions — homework tabs,
short-form videos, group chats, notification pings — and nothing gets deep
attention. That creates anxiety, sleep problems, worse academic focus, and a
creeping sense that you're always “on” but not actually present anywhere.
Social comparison and performance pressure amplify that.

MUHAMMED, 16, PAKISTAN

Tech companies often deliberately design risky digital products and services or are
aware that they are exposing children to harm. Therefore, they must be required to
act on evidence surfaced in internal data, CRIAs, risk assessments, and academic
studies to mitigate potential harms. Where there is risk of harm, tech companies and
legislators must additionally apply the precautionary principle to protect children’s
rights, privacy, and safety.

This requires prohibiting tech companies from deploying design features or busi-
ness practices likely to contribute to known or anticipated harms. This includes
recommending harmful material, encouraging children to stay on services longer
than intended, automatically extending use through data-steered autoplay functions,
excessive notifications, incentives for children to increase their network of friends
or followers and publicly visible profiles. Deceptive design strategies deliberately
deployed to erode children’s agency and maximize profit must also be prohibited.™®

Financial exploitation through in-app purchases is a clear example of known

harm. 43% of children regret purchases made on social media, and 41% overspend
while playing games online.”® Online gambling and gambling-like features such as
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loot boxes - purchasable items containing an unknown mix of lower and higher value
rewards — are examples of dark patterns designed to nudge children into spending
as much money as possible and are clearly against children’s best interests.”

Similarly, the use of children’s data in ways shown to be detrimental must be prohibited.
This includes profiling or targeting of children of any age for commercial purposes
on the basis of their actual or inferred characteristics (including group or collective
data), targeting by association or affinity profiling,”? and sharing children’s data with
third parties, unless companies can demonstrate a compelling reason that accounts
for the best interests of the child.

Practical Examples

United Nations, General comment No. 25 on children’s rights in relation to
the digital environment, (2021): ‘States parties should regulate against
known harms and proactively consider emerging research and evidence
in the public health sector’ (para. 96).

European Union, Digital Services Act, (2022): ‘Providers of online platforms
shall not design, organise or operate their online interfaces in a way that
deceives or manipulates the recipients of their service or in a way that
otherwise materially distorts or impairs the ability of the recipients of their
service to make free and informed decisions’ (Art.21(1)).

China, Regulations on the Protection of Minors in Cyberspace, (2023):
‘No organization or individual shall produce, copy, publish or disseminate
information that may affect the physical and mental health of minors ...
(art. 24).

European Union, Al Act, (2024): ‘“The following Al practices shall be
prohibited: [...] the placing on the market, the putting into service or the
use of an Al system that exploits any of the vulnerabilities of a natural
person or a specific group of persons due to their age, disability or a specific
social or economic situation, with the objective, or the effect, of materially
distorting the behaviour of that person or a person belonging to that group
in a manner that causes or is reasonably likely to cause that person or
another person significant harm’ (art. 5 (1)(b)).
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Maryland, Age-Appropriate Design Code Act, (2024): ‘A covered entity
that provides an online product that is accessed or reasonable likely to be
accessed by children may not [...] use dark patterns to [...] take any action
that the covered entity knows, or has reason to know, is not in the best
interests of children reasonably who access or are reasonably likely to
access the online service, product, or feature’ (§14-4606C(AX(7)ID).

Brazil, Digital Statute of the Child and Adolescent (ECA Digital), (2025):
‘Art. 6. Providers of information technology products or services aimed
at children and adolescents, or likely to be accessed by them, must take
reasonable measures from the design stage and throughout the operation of
their applications, with the aim of preventing and mitigating risks of access,
exposure, recommendation, or facilitation of contact with the following
content, products, or practices:

lll. inducing, inciting, instigating, or assisting, through instructions or
guidance, practices or behaviors that may cause harm to the physical
or mental health of children and adolescents, such as physical violence
or psychological harassment toward other children and adolescents,
use of substances causing chemical or psychological dependency, self-
diagnosis and self-medication, self-harm, and suicide;

IV. promotion and marketing of gambling, fixed-odds betting, lotteries,
tobacco products, alcoholic beverages, narcotics, or products prohibited
for sale to children and adolescents;

V. predatory, unfair, or misleading advertising practices, or other practices
known to cause financial harm to children and adolescents’ (art. 6).
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Geolocation services compromise children’s safety in the physical world and often
operate without children’s awareness. They must therefore be switched off by default,
and provide clear notifications when they are in use.

Practical Examples

> GEOLOCATION

Global Privacy Assembly (GPA), Resolution on children’s digital rights,
(2021): ‘Online service providers should [...] provide for [...] default settings
that offer the highest protection of children’s personal data, and in particular
the deactivation by default of certain options, such as geolocation and
profiling [...]’ (p. 7).

Mexico, Code of good practices to guide the online processing of Personal
Data of children and adolescents, (2020): ‘It is important to disable
geolocation options by default, unless there is a justified reason not to do
so, taking into account the best interests of the child. It is considered good
practice to provide a clear signal to the holders when location tracking is
active. Options for their location to be visible to others can be returned to
the disabled mode at the end of each session’ (p. 12).

Canada, Resolution of the Federal, Provincial and Territorial Privacy
Commissioners and Ombuds with Responsibility for Privacy Oversight
- Putting best interests of young people at the forefront of privacy and
access to personal information, (2023): “Turn off tracking, including location
tracking, of young people by default, except if it is demonstrably necessary
for the product or service to function, limited to only when the product or
service is actively being used, and the activity is in the best interests of
young people; [...] make any monitoring or tracking obvious to the young
person;’
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REGULATORY PRINCIPLE 8

Published terms must be
available, age-appropriate,
and upheld.

‘Even when tools are meant to be safe, young users rarely have enough control
or understanding of how their data is used.

ADIL, 16, INDIA & CANADA

Published terms are agreements governing the relationship between a digital product
or service and its users. These include terms of service, privacy policies, community
standards, and cookie policies, among others. They establish fundamental principles,
including the use of users’ personal information, the conditions they agree to, and
the rules they must follow.”

Clear and accessible published terms are essential for transparency and trust,”* but
in practice they are typically incomprehensible to the average user, let alone children.
Terms of service are written at the reading comprehension level of academic articles”
Research shows that reviewing the published terms of 15 popular sites would require
approximately nine hours.”® Unsurprisingly, only 1% of users read these documents.”’
This lack of accessibility is not accidental. Many digital services deliberately hide
their rules and data practices behind complex and opaque legal language, as tech

companies’ business models rely on information asymmetry with users.”

In this context, children’s acceptance of terms of service cannot be considered mea-
ningful or informed.”® Rather than constituting a bilateral contract, terms of service
form ‘a one-way relationship allowing the monitoring of the consent-giver who has no
other option but to agree or be refused the benefit’®® As it stands, children cannot
understand how digital products and services operate or the consequences of
accepting them. States must therefore mandate age-appropriate published terms.®'
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Best practices for age-appropriate published terms

5Rights’ Tick to Agree and the IEEE 2089-2021 Standard for an Age
Appropriate Digital Service Framework set out international best
practices for age-appropriate published terms:

Language
Simple language that the youngest likely user can under-stand, ensuring
the underlying message and terms of agreement have been understood..

Length
Concise text, divided into clear sections, and made available in bite-
sized pieces.

Format
Multiple formats for different age ranges.

Navigability

Prominent placement that is easy to find, easily navigable, searchable
and clearly structured to provide children and young people with the
information they need or want to know.

Timing
Presentation at relevant moments in the user journey with time-limited

consent to allow children to give their ongoing agreement.

Inclusivity
Consideration of the needs of diverse groups of children without assu-
ming adult engagement.
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Practical Examples

> AGE-APPROPRIATE TERMS

United Nations General Assembly, Resolution 78/187 on the Rights of the
Child in the digital environment, (2023): ‘Urges States to take measures
to ensure that children are informed, in a child-friendly, easily accessible
and age-appropriate way, about the collection and use of their data online’
(para. 47).

Organisation for Economic Co-operation and Development (OECD),
Towards digital safety by design for children, (2024): ‘Children need to
understand the digital spaces they inhabit. Consequently, they need clear,
timely, accessible, and age-appropriate information about how digital
services work, the risks involved, and how they can be protected’ (p. 6).

Philippines, Guidelines on Child-Oriented Transparency, (2024): ‘PICs shall
ensure that the Privacy Notice, including any information and communication
relating to the processing of personal data, is readily accessible.... PICs
should ... ensure that the Privacy Notices are presented in a manner that is
simple and easily understandable, taking into consideration the age range
of the intended or likely users. PICs must ensure that any information or
communication relating to the processing of children’s personal data should
be concrete and definitive, and understood by intended or likely users whose
personal data are involved in the specific processing activity’ (Section 3B).

Besides making terms available and age-appropriate, businesses have obligations to
prevent their online services from being used in ways that contribute to violations of
children’s rights.”®> However, that is often not the case. For example, Canadian privacy
regulators found that TikTok — which prohibits users under the age of 13 from using
the platform - took no action to restrict access to users it knew were underage, while
continuing to harvest their data and profile them for commercial purposes.’®

Companies must proactively uphold and enforce their published terms, including

rules of conduct and content policies - treating them as binding commitments rather
than aspirational statements.
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Practical Examples

Global Online Safety Regulators Network (GOSRN), Position Statement:
Human Rights & Online Safety Regulation, (2023): ‘Implement systems
and processes ... to have and uphold clear terms of service and reporting
pathways. These systems and processes should be transparent and user-
friendly and service providers should be accountable for them’ (p. 4).

Council of Europe, Guidelines to respect, protect and fulfil the rights of the
child in the digital environment, (2018): ‘Recognising that parents, carers
and others may rely on an online service’s stated terms and conditions of
service as a guide to the suitability of that service for their child, ... States
should require business enterprises to take reasonable, proportionate and
effective measures to ensure that their terms and conditions of service are
enforced’ (para. 97).

Mexico, Code of good practices to guide the online processing of Personal
Data of children and adolescents, (2020): ‘You are encouraged to comply
with and be accountable for your own posted terms, policies and standards
(including privacy policies, age restrictions, rules of conduct and content
policies) (p. 1.

United Kingdom, Age Appropriate Design Code, (2020): ‘If you make
commitments to users about the content or other aspects of your online
service then you need to have systems to ensure that you meet those
commitments’ (standard 6).
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REGULATORY PRINCIPLE 9

Mandate responsible
business conduct.

‘The digital world cannot just be handled by ‘going with the flow’. We must open
our eyes to what the people in power prioritize: interaction or integrity?’

SHER, 16, INDONESIA

Beyond implementing safety- and privacy-by-design standards, tech companies
must adopt responsible business conducts that respect children’s rights across
their operations, governance, and supply chains.”® Similarly, lawmakers must require
ongoing child rights due diligence (as outlined in Principle 5), transparent reporting,
enforceable standards, regular independent third-party audits, and effective remedies
for breaches of children’s rights.'®

A high level of transparency is crucial for accountability.® Regulators cannot effectively
oversee companies’ practices without access to relevant information. Companies must
proactively publish CRIAs, risk assessments, and internal documents™ as well as grant
vetted researchers access to data for independent audits of systemic risks, including
algorithms and mitigation measures.®® Beyond enabling oversight, transparency also
mitigates business risk by driving innovation across the industry and building trust
with investors and advertisers.'®

In addition, tech companies should continuously monitor their digital products and
services to detect unanticipated or evolving risks. In doing so, businesses should
provide records of changes implemented,® proactively report incidents,”' ensure
relevant staff are adequately trained, and appropriately resource Trust & Safety teams.®

However, transparency and ongoing monitoring alone are insufficient. Independent
oversight and effective enforcement are necessary to meaningfully hold tech
companies accountable for children’s rights. As further expanded in Principle 10,
independent regulators should have the authority and capacity to oversee tech
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companies and investigate potential breaches, specific incidences of harm as well
as the longer-term structural impacts of business conduct.

Companies must also cultivate internal accountability and demonstrate compliance,
by keeping appropriate records, providing relevant staff training, and supporting
whistleblowers.®® Importantly, this extends to the entire supply chain and therefore
requires tech companies to map upstream and downstream risks and uses.”*

States must promote and ensure compliance with industry codes and technical
standards that reflect the highest levels of safety, privacy, and ethics for children,®®
such as the IEEE 2089 Standard for an Age Appropriate Digital Services Framework™®
or the Conscious Advertising Network’s Guiding Principles on Children’s Rights and
Wellbeing.®’” Conformity to these standards must be verified by independent third
parties through audits that can also be conducted in the context of certification
schemes whereby compliance results in accreditation,”® such as the IEEE Age
Verification Certification Program*® Voluntary codes fail to hold companies accountable
to their principles and allow businesses to continue their risky practices while
broadcasting their membership.2*°

Governments can promote responsible business conduct by setting standards for
public procurement®' and public-private partnerships?? grounded in children’s rights,
safety, and privacy and based on independent certification.

Practical Examples

Global Online Safety Regulators Network (GOSRN), Position Statement:
Human Rights & Online Safety Regulation, (2023): ‘Promote governance
structures that prioritise the safety of users and encourage shared
responsibility and accountability to minimise, detect and eliminate online
harms, with the goal of embedding safety into the culture and leadership
of an organisation’ (p. 4).

World Economic Forum (WEF), Global Principles on Digital Safety:
Translating International Human Rights for the Digital Context, (2023):
‘Providing clarity and transparency about a service’s approach to digital
safety, including by making public, and providing transparency on ... the
processes and systems in place to mitigate against abuse and data on the
outcomes’ (p. 6).
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United Nations Educational, Scientific and Cultural Organization (UNESCO),
Recommendation on the Ethics of Al, (2021): ‘Appropriate oversight, impact
assessment, audit and due diligence mechanisms, including whistle-blowers’
protection, should be developed to ensure accountability for Al systems
and their impact throughout their life cycle. Both technical and institutional
designs should ensure auditability and traceability of (the working of) Al
systems in particular to address any conflicts with human rights norms
and standards and threats to environmental and ecosystem well-being’
(para. 43).

Australia, Online Safety Act, (2021): ‘The Commissioner may ... require the
provider to ... prepare periodic reports about the extent to which the provider
complied with the applicable basic online safety expectations ..’ (Section
56 (2.

Reporting mechanisms, complaints, and redress

Businesses also have the responsibility to provide effective remedies for violations
of children’s rights, privacy, and safety in the digital world.?*®* While remedies address
residual violations that were not prevented upstream, they are not an adequate
mitigation measure®* but rather a crucial element of a holistic response to children’s
safety.

This requires mandating prominent, meaningful, and age-appropriate tools for
reports, complaints, and redress.?*® Children must be able to report risky features and
functionalities, unfair decisions, and specific incidents. These reporting mechanisms
should be free, safe, confidential, responsive, and child-friendly.?°® Importantly, tech
companies must be transparent regarding their reporting processes, disclosing
how and when reports are handled, as well as how children’s data is treated.’” Tech
companies must also respond to user reports - prioritizing those received from
children - and implement meaningful changes in response.?®®
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Practical Examples

> REPORTING MECHANISMS

International Telecommunications Union (ITU), Child Online Protection
Guidelines, (2020): ‘Clear and transparent reporting mechanisms should
be made available to users who have concerns about content and
behaviour. Furthermore, reporting needs to be followed up appropria-
tely, with timely provision of information about the status of the report.
Although companies can vary their implementation of follow-up mechanisms
on a case-by-case basis, it is essential to set a clear time frame for responses,
communicate the decision made regarding the report, and offer a method
for following up if the user is not satisfied with the response’ (p. 20).

Council of Europe, Guidelines to respect, protect and fulfil the rights of
the child in the digital environment, (2018): ‘Member States should ensure
the effective implementation of their obligations [...] to fulfil a child’s right
to an effective remedy when their human rights and fundamental freedoms
have been infringed in the digital environment. This entails the provision of
available, known, accessible, affordable, and child-friendly avenues through
which children, as well as their parents or legal representatives, may submit
complaints and seek remedies’ (para. 67).

Mexico, Code of good practices to guide the online processing of Personal
Data of children and adolescents, (2020): ‘It is recommended to provide
prominent and accessible tools that help girls, boys and adolescents exercise
their rights to personal data protection, and report complaints or concerns,
through their legal representative’ (p. 12).
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REGULATORY PRINCIPLE 10

Effective enforcement
mechanisms should
be in place.

‘| envision a digital world that has accountability mechanisms at its core.

KATLEHO, 17, LESOTHO

As affirmed by the UN Committee on the Rights of the Child, ‘it is the lack of
implementation or the poor enforcement of laws regulating business that pose the
most critical problems for children’?®®

Weak enforcement allows preventable harms to persist and undermines the realization
of children’s rights in practice. Similarly, voluntary and self-regulatory approaches have
failed to protect children. With regards to Al,? a global study reveals that less than
half of global respondents are willing to trust Al systems.?" Children’s rights cannot
depend on corporate goodwill or discretionary compliance.

At present, noncompliance is frequently a rational and profitable business decision.
Financial penalties are often absorbed as a cost of doing business, with fines
amounting to only a fraction of daily or weekly revenues.?” Effective enforcement
therefore requires meaningful, dissuasive, and proportionate consequences, as
evidence demonstrates that such actions drive tech companies to design more rights-
respecting and age-appropriate digital products and services.”®

To ensure businesses meet their responsibilities, States should effectively implement
and enforce legislation,? and strengthen regulatory agencies by ensuring ‘they have
sufficient powers and resources to monitor and to investigate complaints and to
provide and enforce remedies for abuses of children’s rights’?® While supervisory
measures such as guidance, notices, and monitoring may be effective regulatory
action, independent regulators must be granted the necessary enforcement power
and authority to take decisive formal action to address systemic noncompliance.?®
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This includes the ability to require changes to digital products and services, features,
and business models that are likely to expose children to serious risk, as well as the
power to impose fines and to temporarily or permanently suspend a company’s access
to the regulated market.

This authority must be supported by adequate institutional capacity and expertise,
including coordination with international counterparts®” through international forums
such as the Global Privacy Assembly or the Global Online Safety Regulators Network.
Domestically, regulators with overlapping or complementary mandates must coordinate
closely, ensuring that complaints and findings are acted upon.

Practical Examples

United Nations General Assembly, Resolution 78/187 on the Rights of the
Child in the digital environment, (2023): ‘Reiterates its call upon States to
ensure a clear and predictable environment, including through legal and
regulatory measures, ... which strengthens regulatory agencies’ responsibility
for the development of standards for the protection of the rights of the child,
with powers and resources to monitor data privacy practices, investigate
violations and abuses and receive communications from individuals and
organizations, and to provide appropriate remedies’ (para. 37).

African Union, Child Online Safety and Empowerment Policy, (2024):
‘Strengthen the capacity of regulators for the oversight and enforcement
of child online privacy and safety legal frameworks’. (p. 14)

Indonesia, Government Regulation on the Governance of Electronic System
Operations for Child Protection, (2025): ‘Administrative sanctions ... may be
in the forms of: a. written reprimand; b. administrative fines; c. temporary
suspension; and/or d. termination of access’ (art. 38(2)).

Brazil, Digital Statute of the Child and Adolescent (ECA Digital), (2025): ‘In

case of noncompliance with the obligations set forth in this Law, ... offenders

shall be subject to the following penalties:

1. warning, with a period of up to thirty (30) days to adopt corrective
measures;

2. simple fine of up to ten percent (10%) of the economic group’s turnover

in Brazil in its last fiscal year ;

temporary suspension of activities;

4. prohibition from exercising activities’. (art. 35)

«
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Conclusion

By embedding privacy, safety, and security standards upstream at the point of
design, legislators can transform the digital environment and reduce risks posed by
exploitative features, predatory contracts, and content at scale.

Research shows that when laws are enforced robustly, tech companies implement
meaningful changes, including strengthening children’s default settings, changing
recommender systems, and restricting targeted advertising to children.”® Far from
holding innovation back, accountability raises the bar by creating a level playing field
that allows responsible businesses to compete on safety and quality.

When designed and deployed with children’s rights in mind, technology can fulfill
its promises of democratizing access to education, encouraging children to develop
fully, and improving accessibility for diverse children.

But this future requires intention, accountability, and the leadership to consistently
prioritize children’s safety, privacy, and best interests. The time for voluntary promises
has passed. As this blueprint demonstrates, international best practices provide the
basis for impactful action. Governments, policymakers, and regulators must now act
to build the digital world children deserve.
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My experience shows
that while digital spaces create
opportunities, children’s rights are
far from fully protected.
Young users face opaque data
practices, targeted content we
cannot control, and safety measures
that arrive only after harm
has occurred. Much of the digital
world was not designed with
children in mind, and navigating it
often feels like being forced
to grow up faster than we should.
Children deserve digital systems
that respect our privacy, protect us
from harm, and treat us as rights-
holders, not as data points
or third-party partners.

GINA, 17, EGYPT
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ANNEX
Overview of selected
analyzed frameworks

The frameworks outlined in this Annex all contain elements of best practice for the
realization of a digital world designed with children in mind. These emerge from various
approaches - ranging from online safety and platform regulation to data protection
and Al governance. While certain documents represent comprehensive best practices,
others contain individual sections or clauses essential to a holistic and upstream
approach to tech accountability and children’s safety and rights in the digital world.

N
binding / NG non-binding

child online safety / a data protection / m Al
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Global frameworks

UNITED NATIONS

Convention on the Rights of the Child (1989) and General comment No. 25
on children’s rights in relation to the digital environment (2021)

OF - JN

The United Nations’ Convention on the Rights of the Child (UNCRC) is the most widely
ratified international human rights treaty in history - by every UN Member State
except the US. It enshrines children’s indivisible and interdependent rights, including
to privacy,?” to not be exploited,” to protection,?” to freedom of expression®*? and
of thought,?® to education,?* and to play.?*®

The UN Committee on the Rights of the Child’s General comment No. 25 clarifies how
States’ obligation to respect, protect,?”® and fulfil children’s rights apply in the digital
world.??” Building on UNCRC General comment No. 16 and the UN Guiding Principles on
Business and Human Rights,*® it also emphasizes the responsibilities of the business
sector to respect children’s rights, and to prevent, mitigate, and — where appropriate
- provide effective remedies for violations.??® In the 5 years since its development,
UNCRC General comment No. 25 has informed, accelerated, and directly shaped laws,
regulation, and normative frameworks at the global, regional, and national levels.”°

INTERNATIONAL TELECOMMUNICATIONS UNION (ITU)
Child Online Protection Guidelines (2020)
0

A
The International Telecommunications Union developed a series of Child Online
Protection Guidelines targeting children, parents and educators, industry, and
policymakers. The guidelines for policymakers supports national legislators in
developing frameworks that build upon child online protection developments,

highlighting key areas® including the development of a regulatory policy and capacity
building to protect children from all types of online harms.?*
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ORGANISATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT (OECD)
Recommendation of the Council on Children in the Digital Environment (2021)

e\

b SREN

The Council Recommendation lays out a set of principles to protect children from
online risks and promote the opportunities and benefits that the digital world provides.
These are intended to form the basis for policy frameworks, and notably recommend
the ‘adoption of measures that provide for age-appropriate child safety by design’?
and the implementation of ‘evidence-based policies to support children in the digital

environment’.%*

G20

High Level Principles for Children Protection and Empowerment
in the Digital Environment (2021)

L+ BN

A
Building on the OECD Recommendation on Children in the Digital Environment, G20
Digital Ministers set out principles to protect and respect children’s rights in the digital

environment. They suggest that ‘[glovernments should promote the adoption of
measures that provide for age-appropriate child safety by design’?*®

GLOBAL PRIVACY ASSEMBLY (GPA)
Resolution on children’s digital rights (2021)

[ NS
The Global Privacy Assembly is a forum for international collaboration between over
130 data protection and privacy authorities.”® In 2021, Data Protection Authorities from
every continent unanimously reiterated key elements of UNCRC General comment No.
25, including the prohibition of manipulative practices and the use or transmission of
children’s data to third parties for commercial or advertising purposes. The Resolution
establishes that tracking must be off by default, age assurance mechanisms must

be proportionate to risk and privacy-preserving, and service providers should refrain
from commercially profiling children.
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WORLD ECONOMIC FORUM (WEF)
Artificial Intelligence for Children Toolkit (2022)
N
The Al for Children Toolkit guides technology companies in building fair, inclusive,
responsible, safe, and transparent Al for children. The toolkit provides actionable

guidance to different actors in the development process to balance innovation with
responsibility and place children at the center of Al design.

UNITED NATIONS GENERAL ASSEMBLY
Resolution 78/187 on the Rights of the Child in the digital environment (2023)

RN

The 2023 United Nations’ General Assembly Resolution on the Rights of the Child in
the digital environment is a strong and high-level reiteration by all UN Member States
of UNCRC General comment No. 25. It calls on States to require ‘digital technology
and other relevant industries to respect the rights of the child’ and to ‘strengthen
regulatory agencies’ responsibility for the development of standards for the protection
of the rights of the child’.?’

GLOBAL ONLINE SAFETY REGULATORS NETWORK (GOSRN)
Position Statement: Human Rights & Online Safety Regulation (2023)
BN

A
The Global Online Safety Regulators Network is a group of national regulators with
mandates covering online safety. Online safety regulators from around the world
reiterated their commitment to promote a rights-based approach to digital regulation

centered on the best interests of the child, children’s rights to privacy and protection
from exploitation, as well as the interdependence and indivisibility of these rights.?*®
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WORLD ECONOMIC FORUM (WEF)

Global Principles on Digital Safety: Translating International Human Rights
for the Digital Context (2023)

L+ BN

A
The World Economic Forum’s Global Coalition for Digital Safety brings together leaders
from the public and private sectors to improve global coordination on online safety.

The Principles aim to operationalize human rights principles for digital safety by
setting out concrete interventions for governments and online service providers.

ORGANISATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT (OECD)
Towards digital safety by design for children (2024)

(_{1

2}

1 IO
Recognizing the risk landscape children experience online and the emergence of
various digital safety laws, the report sets forth key components of safety by design
to ensure a coherent international regulatory strategy. These include implementing

child-centered design, protecting children’s privacy, and leveraging age assurance
to provide age-appropriate experiences.”

UNITED NATIONS GENERAL ASSEMBLY
Global Digital Compact (2024)

BN

Part of the 2024 Pact for the Future, the Global Digital Compact builds on UNCRC
General comment No. 25 and UNGA Res. 78/187. All UN Member States unanimously
recommitted to ‘strengthen legal and policy frameworks to protect the rights of the
child in the digital space’®° and to ‘prioritize the development and implementation
of national online child safety policies and standards’?*' by 2030.
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UNITED NATIONS SECRETARY-GENERAL'S HIGH-LEVEL ADVISORY BODY ON Al
Governing Al for Humanity (2024)

o N
The final report of the UN Secretary-General’s High-level Advisory Body on Al
outlines a blueprint for addressing Al-related risks through global collaboration.
The report mainstreams children’s rights throughout and calls for strong protection
and privacy for children, mandates child impact assessments and age-appropriate
design.?*?

UNICEF

Taking a Child Rights-Based Approach to Implementing the UNGPs
in the Digital Environment (2024)

RN
<> N

To support the implementation of the UN Guiding Principles on Business and Human
Rights in the digital world, this contribution provides an overview of the key children’s

rights concepts in the digital environment.?* It notably recognizes that ‘Meeting the

corporate responsibility to respect human rights in the digital environment requires

policies and processes to identify and address child rights impacts’
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Regional frameworks

AFRICAN UNION
African Charter on the Rights and Welfare of the Child (1990)

&3

Echoing the UNCRC, the African Charter on the Rights and Welfare of the Child
(ACRWOC) enshrines children’s rights to privacy,?® to not to be exploited,?® and to
freedom of thought®”. The African Committee of Experts on the Rights and Welfare
of the Child (ACERWC) emphasizes that children have the same rights online as they
do offline,?*® and that children’s rights enshrined in the ACRWC therefore apply fully
in the digital world.?*°

EUROPEAN UNION

General Data Protection Regulation (2016)
a N
N

The EU General Data Protection Regulation stipulates that ‘children merit specific
protection with regard to their personal data, as they may be less aware of the risks,
consequences and safeguards concerned and their rights in relation to the processing
of personal data’ (Recital 38), reflecting the vulnerabilities associated with their age
and developmental capacities, as well as their established rights. The adoption of the
GDPR in 2016 set a new global norm, has influenced regulatory reform and inspired
new laws around the world.

COUNCIL OF EUROPE

Guidelines to respect, protect and fulfil the rights of the child in the digital environment
(2018)

Y

b SREN

The Council of Europe Guidelines aim to assist Member States developing domestic
approaches to respect, protect, and fulfill children’s rights in the digital world. The
guidelines call on States to require businesses to meet their responsibility to respect
children rights by taking precautionary measures and mandating safety and privacy
by design and default.?°
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ORGANIZATION OF AMERICAN STATES

Guidelines for Empowering and Protecting Child and Adolescent Rights
on the Internet in Central America and the Dominican Republic (2018)

BN

Recognizing the prominence of the digital divides in Central America, the Guidelines
draw on regional best practices to formulate proposals for strengthening the promotion
and protection of children’s rights in the digital environment. The Guidelines call for
capacity building of relevant authorities® and dialogue toward the development of
a model inter-American law on digital inclusion and the protection of children in the
digital world.??

EUROPEAN UNION

Digital Services Act (2022) and Guidelines on measures to ensure a high level
of privacy, safety and security for minors online (2025)

O AN

The European Union’s Digital Services Act sets out obligations for online platforms
to ensure a safe and rights-respecting online environment. Article 28 and its accom-
panying guidelines require online platforms to ensure a high level of privacy, safety,
and security for children. These include requirements for recommender systems,
interface design, registration processes, and age assurance.

ASSOCIATION OF SOUTHEAST ASIAN NATIONS (ASEAN)

Guidelines for Harmonised and Comprehensive National Legislation Against All Forms of
Online Child Sexual Exploitation and Abuse (2023)

BN

A
The Guidelines provide a framework for ASEAN Member States to review their
legislation on protecting children from online child sexual exploitation and abuse,
with the aim to strengthen national approaches throughout the region. The guidelines

aim to promote a child-rights based and harmonized approach throughout ASEAN
Member States.
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AFRICAN UNION
Child Online Safety and Empowerment Policy (2024)

g N\

w B O

Building on UNCRC General comment No. 25, the African Union’s Child Online Safety
and Empowerment Policy outlines key principles, goals, and strategies for creating
a safer digital environment for children in Africa. The ten policy areas identified are:
institutional capacity, legal and regulatory frameworks, personal data and identity,
response and support systems, business and children’s rights, training, education,
public awareness, research and development, and international cooperation.

COUNCIL OF EUROPE

Framework Convention on Atrtificial Intelligence (2024)

(\\',
o N
The first international treaty on Artificial Intelligence specifically recognizes children’s
distinct rights under the UN Convention on the Rights of the Child, as elaborated
in its General comment No. 25. Article 18 requires States to account for the specific
needs and vulnerabilities of children in their implementation of the Convention.

EUROPEAN UNION
Al Act (2024)

o
A EIRON

The Al Act is a comprehensive regulatory framework that categorizes Al systems
based on their level of risk. This law sets a strong precedent for tech regulation,
explicitly recognizing children’s rights as outlined in General comment No. 25. A
central goal of the Al Act is to safeguard children from the specific vulnerabilities
they face in the online environment with an outright ban on Al systems exploiting the
vulnerabilities of age. Additionally, it requires rigorous risk assessment for ‘high-risk’
Al systems, including those used in education and mandates transparency, through
watermarking deepfakes and alerting users about Al interactions.
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National frameworks

RWANDA
Child Online Protection Policy (2019)
N

A
Adopted in 2019, Rwanda’s Child Online Protection Policy sets out a roadmap to
implement international best practices in children’s data protection in the Rwandan
context. The Policy recommends introducing corporate responsibility standards?®

and data protection regulations;?** implementing safety, rights, and ethics by design;?*®
and ensuring the protection of children form commercial pressures.?®

UNITED KINGDOM
Age Appropriate Design Code (2020)

OF  JN

The Age Appropriate Design Code (AADC) is the first-ever statutory code of practice
for protecting children’s data in the digital world. Grounded in the General Data
Protection Regulation, it consists of 15 enforceable and complementary standards
that, when implemented together, hold tech companies accountable to deliver a high
level of privacy protection by design and default. Its standards have been replicated
across all continents.?’

MEXICO

Code of good practices to guide the online processing of Personal Data of children and
adolescents (2020)

8
A
Mexico’s now-dissolved National Institute for Transparency, Access to Information and

Personal Data Protection issued non-binding guidelines for age-appropriate design,
replicating broadly the UK AADC'’s standards.
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IRELAND
Fundamentals for a Child-Oriented Approach to Data Processing (2021)
8
o
Ireland’s Data Protection Commission sets out standards for all organizations collecting
and processing children’s data. The Fundamentals recognize that children — defined
as anyone under the age of 18 — use services beyond those that are directed at them,

emphasizing that mixed-audience services may choose to establish a high level of data
protection for all users, negating the need to distinguish between adults and children.

AUSTRALIA
Online Safety Act (2021) and Basic Online Safety Expectations (2022)

AN

Australia’s Online Safety Act and its accompanying Basic Online Safety Expectations
outline how digital products and services must take reasonable steps to keep users
in Australia safe and hold tech companies accountable for user safety. Companies
must notably prioritize children’s best interests in the design and operation of services
likely to be used by children.

CALIFORNIA
Age-Appropriate Design Code (2022)

(RN

Modeled on the UK’s Age Appropriate Design Code, the California Age-Appropriate
Design Code similarly requires companies to design products that children use with
safety and privacy in mind. Implementation includes providing high safety settings
by default (such as safe search or family and friend settings), preventing unknown
adults from direct messaging minors, offering tools for breaks and rest from compulsive
services, and protections from third-party advertisers.
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CHINA

Regulations on the Protection of Minors in Cyberspace (2023)
L7 AN
N

The regulations mandate internet platforms to prioritize children’s health and
wellbeing, prevent harm, and conduct regular impact assessments on the protection
of minors online. They notably prohibit digital products, services, and features that
are addictive to children, as well as impose restrictions on how much time and money
tech companies can allow children to spend on their digital products and services.

INDONESIA

Government Regulation on the Governance of Electronic System Operations
for Child Protection (2025)

L BN

In 2025, Indonesia became the first Global Majority country to adopt binding regulation
for age-appropriate design. The law requires that digital products and services likely
to be accessed by children put children’s rights and best interests above commercial
interests, by delivering a high level of privacy by design and default.

BRAZIL
Digital Statute of the Child and Adolescent (ECA Digital) (2025)

oF

As the first Latin American country to enshrine age-appropriate design standards
into law, Brazil requires tech companies to assess and mitigate the risks faced by
children on their products and services. Key measures in the ECA Digital include
prohibitions of manipulative design and other commercially exploitative practices
such as behavioral profiling and emotional analysis, as well as expert supervision
over Al tools and recommender systems to ensure their safety.
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